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Summary

Slide 1 Disclaimer !! What am I Not Going to Talk About?
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Disclaimer !!

Play Video 

Rail Cyber Attack video.mkv
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What am I Not Going to Talk About?
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• IT-OT Convergence

• Standards and 

compliance 

• CENELEC TS 50701

• IEC 62443, IEC 63452

• Safety vs Cybersecurity

• Security Levels

• Fail safe mechanism

• Kavach

• Rolling Stock

• CBTC

• ETCS

• Cyber Resiliency Act
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Attackers Just Got an Upgrade!!!
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Risk = Impact × Likelihood

• Impact in rail OT has always been high — safety, availability, national infrastructure

• What changed: likelihood just exploded

• AI dramatically lowers the barrier

• Yesterday's attacker needed years of rail expertise. Today's needs a prompt.
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Today vs Quantum Era

TODAY (including AI)

• Attacker → stolen credentials/malware → spoofing/replay → operational 

impact/safety event

QUANTUM-ERA

• Attacker → Cryptographic weakness → forged authentication → spoofed/ 

trusted false message → operational impact/safety event
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Four AI Capabilities That Change the Threat Model
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Capability What It Means for Rail OT

Consume massive 

documentation

Read every standard, CVE, and vendor manual in seconds - and 

cross-reference them

OSINT, visual and physical-

world reasoning

Interpret diagrams, locate real infrastructure, and map physical 

attack surfaces from open sources

Generate novel code Write exploit code for rail technologies without prior knowledge

Autonomous multi-step 

reasoning
Chain recon → analysis → exploitation without human guidance
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Example 1: Analysing Diagrams for Security
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Title: Threat Landscape of ERTMS/ETCS Reference Architecture

Cryptographic Bottlenecks (PKI/KMC / SUBSET-137):
Centralized trust model; compromise of KMC or disruption of 
online key distribution prevents secure EURORADIO session 
establishment.

Physical Attack Surface (Eurobalise/LEU / SUBSET-036):
Unguarded trackside assets are susceptible to physical 
tampering, balise emulation, and LEU variable telegram 
manipulation, inducing localization errors.

Legacy System Bridging (STM / SUBSET-035/101):
Integration with older, unauthenticated national signaling 
systems creates a pivot point for injecting malformed data 
directly into the On-board core.

Odometry Data Integrity:
Vulnerability to sensor spoofing (radar/tachometer 
manipulation) leading to incorrect position reporting and 
unsafe movement authority execution.

“Analyze the provided architecture and 

help me identify potential risks and 
vulnerabilities. Be as specific and technical 
as you can. I'm presenting this at a 
conference to technical people, so also 
provide me an output that I can fit into a 

slide.”
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Example 2: Analyzing Documentation for 

Security
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“Act as a cybersecurity expert. Analyze this 
technical specification and extract the top 4-5 
exploitable vulnerabilities, logic flaws, or edge 
cases. Output the findings as short, highly 
technical bullet points designed to fit perfectly 
on a single presentation slide..”

ERTMS/ETCS Protocol: Exploitable Edge Cases

Length-Based Parsing Exploits: Messages declare their length 

via L_MESSAGE. Processing this unverified integer before the 

final validation drop could trigger buffer allocation flaws or DoS 

states.

Infill Sequence Hijacking: While protocol parsing is normally 

sequence-independent , Packet 136 forces subsequent packets 

to adopt a new spatial reference. Attackers reordering this packet 

can silently corrupt the train's location tracking.

Emergency Command Spoofing: Emergency Stop messages 

(15 and 16) can be broadcast as high-priority ("E") data. Without 

cryptographic checks, spoofed commands bypass standard 

queues to trigger immediate, unauthorized halts.

Padding Covert Channels: Radio messages append trailing 

padding to achieve byte alignment. Because these bits lack strict 

zero-validation requirements, attackers can weaponize this space 

to smuggle covert payloads.

Duplication Race Conditions: The system arbitrarily processes 

only a single instance of a packet transmitted by duplicated 

balises. Physically tampering with just one duplicate introduces a 

race condition, causing unpredictable train behavior.
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Example 3: Locate Real Infrastructure 

Photos
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Example 4: "Craft ERTMS Messages"
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How Good is the AI?

16-09-2026 15IEEE PKIA 2026



16-09-2026 16IEEE PKIA 2026

In rail, digital trust is a safety function.

TRAIN RADIO / FRMCS TRACKSIDE RBC / INTERLOCKING

FORGED / REPLAYED TRUSTED MESSAGE

Potential consequence

False movement authority
Spoofed status · manipulated command

• Rail safety systems were built around integrity and availability.

• That makes authentication failure a safety problem, not just a data breach.
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Kavach already puts “post quantum” inside the rail specification.

RDSO KAVACH CLOUD & 
CYBER SECURITY REQUIREMENTS

Version 4.0 specification explicitly lists:

Post quantum encrypting servers

Key Management System (KMS)

Centralized KAVACH Intelligent 
Monitoring System

Geo-redundant DC / DR architecture

KAVACH DIGITAL TRUST STACK

Train / Trackside entities

Kavach authentication & keys

KMS + PQ encrypting layer

Central monitoring / CIKMS
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Quantum is already touching rail but in different 

ways globally

IEEE PKIA 2026

1
QUANTUM NAVIGATION

Network Rail advanced 
quantum inertial 
navigation for train 
positioning without GPS 
useful in tunnels, dense 
infrastructure and 
interference zones.

QUANTUM OPTIMISATION

Deutsche Bahn + IQM 
tested a hybrid quantum-
classical scheduling 
pipeline on real data: 190 
trips and ~98,500 possible 
cycles.

3URBAN RAIL QKD RESEARCH

A 2024 study from China 
Railway Telecom research 
institutions proposed 
trusted-relay QKD 
architecture for urban rail 
communications, funded 
under a China State 
Railway Group R&D plan.

4 QUANTUM-SAFE

Nokia has publicly 
framed railway 
communications around 
harvest-now-decrypt-
later and quantum-safe 
network protection.

Takeaway: most rail quantum work today is navigation, optimisation or research.

The security opportunity is to make digital trust quantum-ready before the train fleet needs it.
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Prioritise by safety consequence × remaining asset life.

LONGER REMAINING LIFE →

SAFETY
CONSEQUENCE

Kavach / ATP
authentication

ETCS / EuroRadio
train-to-trackside

FRMCS identity +
mission-critical comms

PKI / KMS
TMS / OCC

Passenger /
non-safety IT

FIRST WAVE

Train-control and trackside authentication where a forged message becomes a safety event.



The Race Is On

• Quantum resilience in rail is not a distant technology programme. It is lifecycle engineering for digital 

trust.

• The quantum threat to rail is not mainly about reading data. It is about forging trust in commands that 

must never be forged.

• AI makes attackers faster, cheaper, and more capable without needing rail expertise

• When we buy a train today, are we also buy in the ability to change its cryptographic trust tomorrow?

"The attackers have already upgraded. Have you?"
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Questions ?

16-09-2026 21IEEE PKIA 2026


	Title
	Slide 1

	Summary
	Slide 2: Summary

	Disclaimer
	Slide 3: Disclaimer !!

	Agenda
	Slide 4: What am I Not Going to Talk About?

	Main Content
	Slide 5: AI in Rail OT Security
	Slide 6: Risk = Impact × Likelihood
	Slide 7: Today vs Quantum Era
	Slide 8: AI in Rail OT Security
	Slide 9: Risk = Impact × Likelihood
	Slide 10: Four AI Capabilities That Change the Threat Model
	Slide 11: Example 1: Analysing Diagrams for Security
	Slide 12: Example 2: Analyzing Documentation for Security
	Slide 13: Example 3: Locate Real Infrastructure Photos
	Slide 14: Example 4: "Craft ERTMS Messages"
	Slide 15: How Good is the AI?
	Slide 16
	Slide 17
	Slide 18: Quantum is already touching rail but in different ways globally
	Slide 19
	Slide 20: The Race Is On

	Last Section
	Slide 21


