From PKI to Quantum-Secure Networks:
Where Does QKD Fit?

Harinee Natarajan
Co-founder & CEO, Qrypta Comm

Invited talk « Q-Entangle 2026 « Bengaluru
®
—_— , //\ °

) | 2 3
= Indian Institute
of Science, Bengaluru

B
TTTTTTTTTTTTTTTTTTTTTTTTTTTTTTTT



We already have an infrastructure
for digital trust

Every time we go online, an invisible trust infrastructure works together to keep communication secure.
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Identity Authentication Trust Secure N '
Users / Devices Who are you? Are you legitimate? Can we rely on you? Communlfzgtlon Digital Services
People, devices, applications Confidentiality, Banking, email,

integrity, authenticity cloud, government

UNDERPINNED BY

— | PKI Cryptography Key Management Trust Infrastructure
— Certificates & Protocols & Generation, storage, CAs, standards,
= trust frameworks algorithms rotation

policies
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" The security we rely on today
is at risk tomorrow

Quantum computers threaten widely used public-key cryptography, putting today’s digital trust model at risk.
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Classical Cryptography Quantum Computers We need new solutions
Secures digital communication today Sufficiently powerful quantum To keep data and communications
Examples: RSA, ECC computers threaten RSA and ECC secure in a post-quantum world.
@ @ What is hard - L ...may not remain
Web Banking & Email & to break today... — secure in the future.
browsing payments communication

This is why both PQC and QKD enter the conversation. T oy
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- My world: Quantum Key Distribution (QKD)

QKD uses the laws of quantum physics to enable two distant parties to establish a shared,

secret key, with the ability to detect eavesdropping.

Quantum channel
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8 Single photons over fibre / free-space / satellite
Alice ¢ Classical channel .
. rd
(Transmitter) Public discussion (no secret information)

l

A shared secret key
Known only to Alice and Bob

Confidentiality A Eavesdropper detection
Generates shared random keys < 9 Security comes from the laws
with information-theoretic security. ' of quantum mechanics.
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Bob

(Receiver)

&

Security from
physics

Any eavesdropping

attempt disturbs the

guantum states and
can be detected.

Technology platforms

Implemented over optical fibre,
free-space and satellite links.
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But a QKD link isn’'t a network

Moving from a point-to-point QKD link to a real, scalable quantum-secure network

brings new challenges.

1. Point-to-point link

Demonstrates QKD and
generates shared keys.

Distance & loss -

Photon loss limits “d:
range and key rate.
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2. Multi-node network
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Alice Bob £
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Connect multiple users
across a network.

Key rate
Trade-off between
rate, distance and
security.

3. Real-world infrastructure

Dangs ]
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Fibre, free-space or satellite links
integrated with telecom networks.

Key practical challenges

<

Hardware
High-performance
and stable sources
and detectors.

&

Network architecture
Trusted vs. untrusted
nodes, routing and

key management.

Towards a

quantum-secure network

A resilient, scalable network
delivering quantum-secure
keys in real environments.

O

Timing & stability

Precise synchronization
and long-term
operation.

&
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But who are Alice and Bob?

Generating a quantum key is not the same as knowing who you are communicating with.

8 e O@@ QKD link ® 8

Alice Generates a shared secret key Bob
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Identity Authentication Key management Policy & trust Applications
How do we know How do we verify Where do these keys go? How does this fit into How do real systems
who they are? they are legitimate? How are they stored and used? existing security systems? consume these keys?

A quantum key link gives us security at the physical layer.
Building a trusted communication system requires much more.
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Two worlds. One question.

Existing digital security and quantum communication solve different parts of the problem.
The real opportunity lies in how they come together.

EXISTING DIGITAL SECURITY

Identity, trust and secure communication at scale
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Identity

Who are you?

Authentication

Are you legitimate? - Where —
o do they

Certificates and trust frameworks R ' meet" T
Cryptography 0/ \ \‘

Secure protocols and algorithms \
Key management l
Generation, storage, rotation, revocation |

A quantum-secure

Applications trust infrastructure?

Banking, cloud, government and more

How do we integrate quantum-generated keys into today’s security infrastructure?

QUANTUM COMMUNICATION

Physical-layer security using quantum states
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QKD
Generate shared secret keys

Quantum keys
Information-theoretic security

Optical links
Fibre, free-space, satellite

Network nodes
Point-to-point and multi-node architectures

Timing & synchronisation
Precision and stability

Quantum networks
Towards real-world deployment
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What does the bridge actually need?

If QKD enters an existing security infrastructure, the physics is only one part of the story.

QKD / quantum layer The bridge (Integration layer) Existing security
infrastructure
<§> QKD link r x= @ @ R: Identity &
Identity Authentication Key management — authentication
Who are Alice How are endpoints How are keys stored
% and Bob? verified? and delivered? %
@ Quantum- Applications &
generated keys @ @ = encryptors
: i <2 :
/_\ o:_ Optical links & Applications PQC coexistence Infrastructure — Policies, &tandards
/" ' i How do real systems How do QKD and PQC What changes, and -9 8 audit
Iming consume them? work together? what stays the same? auadi
A Y ’ 4

-Q- QKD may generate the keys, but trust infrastructure makes them usable.
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Where this question becomes practical
What we're building at Qrypta Comm

Qrypta Comm is building QryptOS to make quantum-secure networks scalable, deployable and economically viable for critical networks.

Py Shared central hub
(9) = e - Expensive quantum optics
—— P erptOS (( )) TITY stay at the center.
1L ’ - central measurement hub
Bank branch Telecom / Low-cost edge nodes
enterprise site T Scale mainly by adding
transmitters.

Works on existing fiber
Quantum and classical traffic

coexist on the same fiber.

Shared infrastructure: . .
add more edge transmitters Government office Hybrid security layer
as the network grows. QKD + PQC + key management.

“Q' We started by trying to make QKD scalable. In doing so, we ran directly into the integration questions discussed today.
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Two paths forward. Likely one hybrid transition.

PKI + PQC + QKD, or a more quantum-native trust layer?

1 Extend today’s trust stack 2 Rethink the architecture

Likely answer:
L
PO PKI Hybr|d Trust + keys
M Identity & trust Designed together
v/ Keep PKl where it works

@ PQC P (K) Quantum network

Algorithm upgrade First-class infrastructure

g i _> v/  Deploy PQC broadly @

& Q,KD , «  Use QKD where = Identity / policy

High-assurance links it matters May evolve
Q KMS / Apps {:0} Redesign gradually @ Apps

Mostly familiar systems Consume a new trust layer

Evolutionary path Practical transition = hybrid Transformational path




Where Does QKD Fit?

An open question for a quantum-secure future
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What should What needs What should a

we preserve? to chanae? quantum-secure trust
P ' ge: architecture become?

I'd like to learn from this community.
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