PKI Knowledge Dissemination Program

CCA c:mc

PKI in e-Procurement: A Case Study

Dr. Balaji Rajendran
Centre for Development of Advanced Computing (C-DAC)
Bangalore

Under the Aegis of

Controller of Certifying Authorities (CCA)
Government of India

n www.facebook.com/pkiindia 1 |-} @pkiindia



PKI Knowledge Dissemination Program

S

* Tender Creation

* Bid Submission

* Bid Opening

* Technical Evaluation
* Financial Evaluation

e Award of Contract
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Tender Creation Flow g@%aé

Login with credentials (email-id
and pwd)

v

Authenticate with DSC

card/ e-token f

T 4 )

Digitally sign the documents
Upload documents and and tender notice
~ ‘- tender notice. ~ - Privats Hay
TN TN =7
- J
Prepare a Check list for necessary -
documents to be uploaded by the 2
bidders. =

v

[ Publish the tender. ]
\ J
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cc A Tender Creation Flow CDMC

WELCOME

PLEASE ENTER USERNAME AND PASSWORD

INVUEVIREVERE tenderer@gmail.com

BASSWORD.

SUBMIT
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cc A Tender Creation Flow CDMC

WELCOME

TO
E-PROCUMENT
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Authenticate with DSC e-token _!-
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Tender Creation Flow gi%aé

WELCOME
TO
E-PROCUMENT

Q )

TENDER NOTICE
Bids invited for supply and f
installation.......

~

Digitally sign the
documents and
tender notice.

Digital Signature

]

UPLOAD
DOCUMENT

Certificate
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Tender Creation Flow gi%aé

WELCOME

TO
E-PROCUMENT

Check list for necessary documents to be uploaded by the bidders.

—A

"'wa {

/ Document for technical specification.

/ Document for financial specification.
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Tender Creation Flow g@%zg

WELCOME

TO
E-PROCUMENT

(Z Notice inviting tender for procurement of item1.

PUBLISH
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qd¥B1d Submission Flow COANC

Login with credentials ) > [ Authenticate with
(email-id and pwd) | DSC card/ e-token

|

4 Digitally sign the documents ) f )

. S

View tender
Private Koy \ <
ﬂ iy
- 7 J .
Upload necessary [—™ Proceed for
documents =0 bid submission.

1 .

[ Freeze bid submission. ]

Public Hay
NOTE: The documents that are uploaded by the bidder are encrypted with tenderer’s public key, so that tenderer can only

I T
decrypt. Wﬁ’
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CCA B1d Submission Flow CDmC

| BIDDER LOGIN |

WELCOME

PLEASE ENTER USERNAME AND PASSWORD

INUEVIRUERE Dhidder@gmail.com

PASSWORD : B N A T PRI

SUBMIT
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CCA Bld Submission Flow CDMC

[BIDDER AUTHENTICATION ]

WELCOME

TO
E-PROCUMENT

.
Authenticate with DSC e-token I
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[ BIDDER VIEW TENDER

¥

A

Notice inviti

Notice invitin

WELCOME

TO
E-PROCUMENT

a

)

Document 1
Technical
specification:
abcdef
Price:12345

’2. acral

G

Hrem

reme

y

G

.~ \dBiddievipmgceadsrfior dricsteomaissiditemy.

Document 2
Technical
specification:
UVWXY
Price:98765

’2. acral

y

CcDAC
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CONC

Bidder encrypt the documents with the public key of the tenderer.

a

Document 1
Technical
specification:
abcdef
Price:12345

’2. paes

G

y

WELCOME
TO

E-PROCUMENT

a

Encrypted
Document
jaskhflashfk
jfdkjahfwaia
fkjainag

) b
DOCUMENT
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CCA COMC

WELCOME
TO
E-PROCUMENT

Bidder freezes the bid
and no modification
can be done.

] Your bid has been successfully submitted.

Freeze 1t

D~ e el ™
SUBMIT B s
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qdN [ ender Bid opening COMNC

Login with credentials _ _ Decrypt bids.
(email_ld and de) Authenthate Wlth DSC Private Koy

M
card/ e-token l =" 2
v

Process
conformation.

o
&
=7
p: 527

x =i

g o el
< P & 7

" 5
=

Upload technical bid Digitally sign the documents
= 2 openingdate. - * and tender notice
71\ 71\

l s # o
Eylaf
== |

Verify the documents _
of the bidder. Open bid.

"Submit \ J

S
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CONC

C

X4y | ender Bid opening

| TENDERER LOGIN |

WELCOME

PLEASE ENTER USERNAME AND PASSWORD

INVUFENIBIVERE tenderer@gmail.com

PASSWORD : B N A T PRI

SUBMIT
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c CA Tender Bid opening Flow CDmc

[TENDERERAUTHENTICATION ]

WELCOME

TO
E-PROCUMENT

. .
Authenticate with DSC e-token I
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c CA Tender Bid opening Flow CDmc

[TENDERER DECRYPTS AND OPENS BID ]

WELCOME

TO
E-PROCUMENT

Decrypt the bids that has been submitted -2
by the private key of the tenderer. -

Open the bids that has been submitted.
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c CA Tender Bid opening Flow CDmc

[ TENDERER VERIFIES DOCUMENTS ]

WELCOME

TO
E-PROCUMENT

Verification of documents of the bidder.

() ) (@ )

Document 1 Document 2

E__j submitted by bidder. submitted by bidder.
MM @ @

) )

© Can Stock Proto - csp1 7011358 \\‘:W \\:;\\_46//
G NG % G NG 113
J J
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CONC

C

X4y | ender Bid opening

WELCOME

TO
E-PROCUMENT

Select the technical bid opening date: 28/04/2015

@ Technical bid opening date has been uploaded successfully.

SUBMIT
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I\ | cchnical Evaluation flow COAC

Login with credentials Authenticate with DSC Technical Evaluation of
(email-id and pwd) _ card/ e-token Bids
v

/~  Accept/Reject "\

/ \ p based on
o Upload technical evaluation
Digitally sian th —> , committee summary ., =
|g|ta yS|gnt e -//I\\- document _’/|\‘- — " - — ’|
documents ) ) ‘ / /
Private Moy r Accept Rej ect
W Select the financial bid
\_ - opening date
L
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CCA Techmcal Evaluation flow CDMC

| TENDERER LOGIN |

WELCOME

PLEASE ENTER USERNAME AND PASSWORD

INVUFENIBIVERE tenderer@gmail.com

PASSWORD : B N A T PRI

SUBMIT
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CCA Techmcal Evaluation flow CDMC

[TENDERERAUTHENTICATION ]

WELCOME

TO
E-PROCUMENT

. .
Authenticate with DSC e-token I
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CCA COMC

WELCOME
TO
E-PROCUMENT

Technical evaluation of bids. é’

Accept or reject the bid.
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CCA COMC

WELCOME
TO
E-PROCUMENT

Technical evaluation of bids. é’

Accept or reject the bid.
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WELCOME
TO
E-PROCUMENT

TECHNICAL
COMMITTEE
SUMMARY
DOCUMENT

=1 |

Cocrt =4

N A =)
=1

oo |

EDAC

-

Digitally sign the \
technical committee
summary document.
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CCA Techmcal Evaluation flow CDMC

[ QUALIFICATION OF BIDS

WELCOME

TO
E-PROCUMENT

N number of bids are received. Among the received bids X
number of bids qualify for next round.

9 Quotation from bidder 1.

Quotation from bidder 2.

9 Quotation from bidder 3.

Quotation from bidder 4.

9 Quotation from bidder 5.
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N\ [ cchnical Evaluation flow SOHAC

[ TENDERER SUMBITS SUMMARY ]

WELCOME

TO
E-PROCUMENT

Select the financial bid opening date: 30/04/2015

/] Financial bid opening date has been uploaded successfully.

SUBMIT
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N Financial Evaluation flow CONC

4 )

Login with credentials Authenticate with DSC Financial Evaluation of

(email-id and pwd) card/ e-token Bids
\_ J

/ Accept/Reject \
4 Q= N Upload financial based on
o _ ,committee summary evaluation(bid
Digitally sign the %< document. ¢ value & bid Rank)

documents J,

- J - J
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c CA Flnanc:lal Evaluation flow CDMC

| TENDERER LOGIN |

WELCOME

PLEASE ENTER USERNAME AND PASSWORD

INVUFENIBIVERE tenderer@gmail.com

PASSWORD : B N A T PRI

SUBMIT
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CCA Flnan(:lal Evaluation tlow CDMC

[TENDERERAUTHENTICATION ]

WELCOME

TO
E-PROCUMENT

. .
Authenticate with DSC e-token I
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CCA COMC

WELCOME
TO
E-PROCUMENT

Financial evaluation of bids. é’

Accept or reject the bid.
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CCA COMC

WELCOME
TO
E-PROCUMENT

Financial evaluation of bids. é’

Accept or reject the bid.
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CCA COMC

WELCOME
TO
E-PROCUMENT

Q )

FINANCIAL e

~

Digitally sign the

COMMITTEE
SUMMARY
DOCUMENT

T
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|- SECURE
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|

financial committee
summary document.
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N inancial Evaluation tflow CDNC

[ TENDERER SORTS THE BIDS ]

WELCOME

TO
E-PROCUMENT

Tenderer sorts the bids based on the quote value.‘ '.
[ ]
[
L]

1. Quotation from bidder2 of value Rs.20000.
2. Quotation from bidderl of value Rs.22000.
3. Quotation from bidder3 of value Rs.23000.
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N inancial Evaluation tflow CDNC

[ TENDERER SUBMITS SUMMARY ]

WELCOME

TO
E-PROCUMENT

/'] Financial committee summary document been uploaded
successfully.

SUBMIT
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CCA

4 )
Login with credentials

(email-id and pwd)

Award of Contract (AOC) flow

CONC

Authenticate with DSC

card/ e-token . Award of Contract

l

- J
e )
Digitally sign the
documents
Private Hay
ﬂ o

- J

{

_’n\:_ Create AOC _’n\:_

Select finalized value of
contract , contract start
date and award winner

/ /

n www.facebook.com/pkiindia

|.J @pkiindia



PKI Knowledge Dissemination Program

CCA Award of Contract CDMC

| TENDERER LOGIN |

WELCOME

PLEASE ENTER USERNAME AND PASSWORD

INVUFENIBIVERE tenderer@gmail.com

PASSWORD : B N A T PRI

SUBMIT
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CCA Award of Contract CDMC

[TENDERERAUTHENTICATION ]

WELCOME

TO
E-PROCUMENT

. .
Authenticate with DSC e-token I
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N Award of Contract

[AWARD OF CONTRACT ]

CONC

WELCOME

TO
E-PROCUMENT

!

Pvt. Ltd

G

AWARD OF CONTRACT

Value of contract: 20000
Contract start date: 25/04/2015

Contract award winner: XYZ
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N Award of Contract

[TENDERER CREATE AOC ]

CONC

WELCOME
TO
E-PROCUMENT

Create Award Of Contract(AOC)

a

)

AWARD OF CONTRACT

Contract of the tender is
given to XYZ Pvt. Ltd

€ CETRGEE

[T
155 - =

~

Digitally sign
the award of
contract.
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CCA COMC

WELCOME

TO
E-PROCUMENT

[Z The contract has been given to XYZ Pvt. Ltd..

SUBMIT
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Thank You
pki@cdac.in
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