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c A Understanding HTTPS c:nc

Step: 1 — Client requests secure session

Step 2: - Server responds with a certificate

?
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............................. Step 3: Veriﬁes CA,S digital signature

Client validates Server’s Certificate

Certificate: \’“w
Data: )

version: 3 (0x2)
serial Mumber: 1 (0x1)]
Signature “algarithm: shalwi THRSaEneryprigr o rrmeee s esmmmmm e T

Issuer:: Ch=%ekpan ol Sl ol ey S Rk, G rOnnbiyEm ¢
Va11d1Tv g

n ND-t EE-FE”,..E ':":t ? |:I|E| 55 1? EDDE I:IEFUII-_I_- --------------------------- L | b
PO .ot AfTeE. L 0Lt 7 06 55*1? zmgﬁgrun...._ ............................................
: SUBTect 1 CH=Nt AR T A PR S j

: SUH%EW PWT*?'EE}"'II’]T:'U' --------------- L | E Cllent
e reerann e eaans (STN] a0 Wl =P N T BT O o= = g o e -
RSA PubTic Key: {2D48 bit)

Modulus (2048 bitl:

Exponent: 65537 (0x1000
=E00v3 extensions:

Signature algorithm: shalwithRSAEnCryption

To ensure Server certificate is valid
& not tampered. CA Public Key
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Step 5: - Server
decrypts symmetric
key with private key

Step 4: - Encrypted symmetric key sent to the server

Client
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c A Understanding HTTPS c:nc

Step 6: -The session is encrypted with the session key using symmetric
encryption

Server
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Some real world examples... ©
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SSL : Site security certificate g@%aé

CCA
https://ca.grid.cn

biRs ./ /ca.grid.cn

ending 5/MIME email. .. pbs_server_attribute, ., ﬂ wordPress Plugin Dat... [ ME

/H‘ The site's security certificate is not trusted!

You attempted to reach ca.grid.cn, but the server presented a cerificate issued by an entity that is not trusted by your computer's
operating system. This may mean that the server has generated its own security credentials, which Google Chrome cannot rely on for
identity information, or an attacker may be trying to intercept your communications. You should not proceed, especially if you have
never seen this warning befare for this site.

Froceed anyway ] [ Back to safety

Web browser doesn’t trust the server certificate
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i SSL : Site security certificate CONC
https://icicibank.com

C ¢ htips/infinity icicbark.co.in
E WordPress Plugin Dat... [ ME

W1 Editar D Sending SMIME email.. . phs_server_attribuke, ..
hktps / Jwp-plugins .netfbeta) Locate Us | Site Map
Mobile Customer Log.in

ICICI Bank

Loans

[ Banking Cards Demat
Internet Banking Login
Virtual Keyboard (for entering password only)

Important Security Notice:

ICIC1 Bank does nat ask you for any perzonal information other than
your user [0 and pazsword wehien you log into ey icicibank.com.

F’asﬂworil::l [ u=e virtual keyboard
{Recommended)

v]

Start in:| My Accounts

To knowy mare about Vidual Keyboard, Click Here

Lag-in
Trouble legaing in?

Hew users? Register here. Forgot password?
Report a suspicious e-mail. Cyber Cafe Security About e-mail fraud
DIGITAL SECURITY by |
[

Customer Service | Internet Banking FAC's | Internet Banking Demo .
Privacy | Online Security | Terms and Conditions | Disclaimer En"m
—_

Web browser Trusts the certificate issued to icicibank.com
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e What is revocation?

* Why do we need it?

* What 1s currently being done?
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c A Why Revoke? c:mc

* Key Compromise
* Forgotten Passphrase

* Lost Private Key
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CCA COMC

* CRL is a periodically 1ssued list of digital
signature certificates that have been suspended
or revoked prior to their expiration dates. It is

digitally signed by Certifying Authority.
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c A Current Standard c:nc

* Certiticate Revocation Lists (CRLs)
— Serial Numbers
— Revocation Date
— BEtfective Date
— Next Update Date
— CA Signed
— Should Be Publically Available.
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l General | Details | Certification Path

Certification path

5] CCA India 2011
--{55] TCS CA 2011

EREAN TCS sub-CA for CA Operations 2013

View Certificate

Certificate status:

is certificate is OK.

Learn more about certification paths

Details | Certification Path

Show: [<All>

%)

Field

Subject Key Identifier
Authority Key Identifier
Cerﬁﬁcate Policies
Authority Information Access
%] CRL Distribution Points
@Basic Constraints

@Key Usage

== |
[ The imhinring: alanrithm

Value

7fbcb52e 3c 5b8e fe 86 04 ...
KeylD=46 ae 34713060 d4cb
[1]Certificate Policy:Policy Ide...
[1]Authority Info Access: Acc...
[1JCRL Distribution Point: Distr... {E }
Subject Type=CA, Path Lengt... |

Certificate Signing, Off-line CR...
chal

[1]CRL Distribution Point
Distribution Point Name:
Full Name:

URL =http: /fwww.tcs-ca. tes.com/ferl_278F.crl

| EditProperties...

i[ Copy to File... ]

Learn more about certificate details
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Certificate Revocation L eS| ' certificate Revocation

General lRevocation List General | Revocation List

x| Certificate Revocation List Information Revoked certificates:

X

X

N Serial number Revocation date =
Field N 79 15 2f43 3994 5¢c 7b 3997 Tuesday, April 12, 2011...

: s 792413 7d 27b167 ba ee 8d Tuesday, November 29,...
Vefsi°" V2 79 2f d6 d8 c§ 03 0d 6a 1e 3f Friday, June 24, 2011 1... |
(5] Issuer TCS CA 2011, Sth Floor, Nirmal Bui... 79 48 cb 9¢ 63 23 40 e6 d0 Tuesday, August 07, 20... [
Effective date Monday, December 08, 2014 6:37...

N.ext update ‘ Wednesday, January 07, 2015 6:... e

Signature algorithm  sha256RSA

- |signature hash alg... sha256 Field value

&]Auﬁ'\oﬂt’v Key Iden--- KEYID=46 ae 347130860 d4 Cb senal number 79 48 Cb 9c 69 2340 eb dO
Revocation date Tuesday, August 07, 2012 12:30:19...

Value:

CN =TCS CA 2011 Value:

2.5.4.51 = 9th Floor, Nirmal Building
STREET = Nariman Point, Mumbai

S = Maharashtra

PostalCode = 400021

OU = Certifying Authority

O = Tata Consultancy Services Ltd.
C=IN

Learn more about certificate revocation list

Learn more about certificate revocation list
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Checking status with CRL.

Figure 1
Cert Validation with CRL

Certificate/CRL
Database
1. Router queries
M__L.D_.-.J=+....\(20Pfor CAL
CA \ 2CALis ",
returned
torouter
,__f.;\ NI m . ““-;— -}':-
.f AN . ..',‘
Routg”\*a'/n"’uterz

1's Cortificata
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CDP — CRL Distribution Point

* 1 sends certificate to 2

* 2reads COP from certificate,
retrieves CRL from CDP

» 2 examines CRL for senal number
of 1's certificate

» |f serial number is not found and

all other cnitenia are good,
certificate is accepted

3. Router examines CRL
for S/N of 1's certificate



c A What are the problems... gi?\aé

* CRL does not provide timely information
regarding revocation status of a digital
certificate.

* Every time end user have to download CRL and
import it in the browser or in other certificate
repository for checking status of digital
certificate.

* If serial number of digital certificate is not
present in CRL then we simply trust that
certificate.
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CCA Online Certificate Status Protocol CDMC

* Online certificate status protocol(OCSP) is an
internet protocol used for obtaining the
revocation status of an X.509 digital certificate.

e Jt was created as an alternative to certificate
revocation list

* It gives status of certificate in real time.
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Checking status with OCSP c:mc

Figure 2
Cert Validation with OCSP

1.CApushesCRL ~ OCSP * 1 sends certificate to 2

to OCSP Server  Server .
; * 2 requests certificate staus
= Z 2queries from OCSP Sarver
LDAP .

CA ?f,szfj;“' + OCSP replies with status
3 0CSP".
returns ‘-‘
status
5 = a—

Routml\i:] Router 2

I's Cortificate



CCA OCSP Services CONC

* The OCSP protocol enables OCSP-compliant
applications to determine the state of a
certificate, including revocation status.

* The validation authority which validates the
status of certificate known as OCSP responder.

* CA periodically publishes CRLs to an OCSP

responder.

* The OCSP responder maintains the CRL it
recetves from the CA.
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e When end user wants to know about status of a

digital certificate then he/she can send query to
OCSP responder.

* The OCSP responder determines if the request
contains all the information required to process the
request sent by user.

* If it does not or if it is not enabled for the request
service, a rejection notice 1s sent.

* If it does have enough information, it processes the
request and sends back a report stating the status of
the certificate.
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CCA OCSP - Response c:mc

OCSP responses are of 3 types & all response
messages will be digitally signed.

* Good — Indicates that the certificate is not
revoked, but does not indicate that certificate was
ever 1ssued or time at which response produced is
within the certificate’s validity interval.

e Revoked — Indicates that the certificate has been
revoked.

* Unknown — Indicates that the responder doesn’t
know about the certificate being requested.
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OCSP Exception/Error Messages
c CA CDMC

Error messages are not signed. Error are of following types:

* Malformed Request — When request recetved does not
conform to the OCSP syntax.

e Internal Error — Due to inconsistent internal state.

* Try Later — When OCSP is unable to return a status for
requested certificate.

* SigRequired — When server requires the client sign the
request in order to construct a response.

e Unauthorized — When client 1s not authorized to make this
query to the server.
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* www.letf.org/rfc/rfc2560.txt

* Cryptography and Network Security - Atu
Kahate
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