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Abstract 
 

• Machine Learning and Adoptive Authentication is one of the advanced security solution to detect user 

behavior anomalies but very less work is proposed in this area.  The existing works does not focus on 

extracting new information from AA features neither recommends efficient technique involved in 

developing models for user anomaly detection during the first few login attempts.  

• The work proposes a design of Risk–based architecture to estimate risk for the user during the initial login 

process and also when the user’s data is extracted enough for prediction in a multi-server environment.  

 



Related Work 

• Misbahuddin et al. - Design of Risk based authentication system using machine learning environment.  

• Solano et al. - Risk-Based Static Authentication in Web Applications with Behavioral Biometrics and 

Session Context Analytics. 
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Proposed Work – Control Flow Architecture 



Proposed Work – Control Flow Architecture 



BROWSER AND DEVICES FINGERPRINTING ATTRIBUTES 

 
  

Category 1: Geographical Information & Network 

Information 

Category 2: Devise and Browser Information  

Category 3: Login Behavior Information  



Risk Estimation Methodology 



Risk Estimation Methodology 



Feature Weights and Threshold 

 



Use Cases for Threshold Deciding Factor 

 



Results of Level 1 Authentication 

 



Results of Level 2 Authentication 



RBA Updated Estimation Methodology 



Models Results Estimation Methodology 

  MODEL -1 MODEL -2 

  FRR FAR FRR FAR 

USER 1 0.28 0.14 0.31 0.43 

USER 2 0.24 0.00 0.25 1.00 

USER 3 0.52 0.00 0.57 0.75 

USER 4 0.50 0.50 0.70 0.00 

AVERAGE 0.39 0.16 0.46 0.54 



Weightage for the Features (Public Dataset) 

FEATURES WEIGHTAGE 

IP 2 

ASN 3 

COUNTRY 2 

REGION 3 

DEVICE TYPE 2 

OPERATING SYSTEM 5 

BROWSER 3 

RTT 8 

LOGIN TIME 2 

FEATURES WEIGHTAGE 

IP 2 

ASN 3 

COUNTRY 2 

REGION 3 

DEVICE TYPE 1 

OPERATING SYSTEM 4 

BROWSER 3 

USER AGENT 2 

RTT 6 

LOGIN TIME 2 

PERIOD 2 

Level 1 Level 2 



ML Models 



ML Model Results – F1 Score   

  

 
NB  RF XGB SVM 

   Imbalanced Data 85 81 81 84 

   SMOTE(OHE) 87 94 96 93 

  SMOTE(M-Estimate) 89 98 99 98 

  SMOTE(James-Stein) 
87 

99 98 99 

  SMOTE(Target ) 92 98 99 97 



Conclusion 

• In the proposed architecture the main idea is to provide an effective authentication system in a multi 

server during initial login process and also when sufficient data is collected from user. The first phase uses 

a NON ML model for authentication and the second phase uses ML model for prediction. The proposed 

architecture identifies risk at two levels based on the data. The Control flow has proven to be effective 

with the sample dataset.  
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