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Scalable Cloud Applications 

• State-of-the-art 

• Auto scaling of virtual machines (e.g. EC2 Autoscaling, Azure Scale Sets etc.) 

• Lambda functions (e.g. AWS Lambda) 

• Serverless computing independent of virtual machines (e.g. AWS Step Functions) 

• Result 

• Vertical and horizontal scaling 

• Distribution across servers and data center regions 

• Ideally: distribution, high performance, scalability, availability 



Decentralization 

Challenges 

• Partially conflicting goals (CAP theorem) 

• Centralized architectures of cloud providers 

• Dependency on individual providers 

• Dependency on centralized technical infrastructures 

• Centralized coordination of application executions 

• Limitations when executing applications in distributed or federated scenarios 

• Distributed parties cannot observe and verify application executions 

  

 Distribution does not imply decentralization 

 Decentralization: distribution and non-centralized coordination 



Architectures for Decentralized Applications 

• Blockchain 

• Execution of application logic in smart contracts, verifiable execution 

• Problems: insufficient scalability, websites and applications outside the blockchain out of scope 

• Combination of cloud platforms and blockchains 

• Execution of applications on cloud platforms with instance tracking on a blockchain 

• Prior Work: Härer(2022): Executable Models and Instance Tracking for Decentralized Applications - 

Towards an Architecture Based on Blockchains and Cloud Platforms 

 

Research Objective: Extension of a decentralized application architecture for authenticated and scalable 

distribution, execution, and tracking. 

 



System Architecture 



Model-based Specification 

1. Deploy 

• Deployment of executable model  

with content-based identifier 

m = (model_id, model_data) 

model_id = H(model_data) 

• Platform-specific model data 

• Example: State machine representation  

for AWS Step Functions using JSON data 



Setup: Keys, Certificate and Blockchain Domain 

2.1 Key Pair 

• Local generation of  (k_pub, k_prv) and blockchain address, here: Ethereum w/ ECDSA, scp256k1 

2.2 Certificate and Blockchain Domain 

• Web server for distribution of model, instance protocol with X.509 certificate 

• Blockchain domain records linking address, domain, uri 

• Here: Ethereum Name Service (ENS) 

• Resolves: bc.-address  uri   and   uri  bc.-address 

2.3 Register client certificate 

• Smart contract for registering addresses with certificates 

• Certificate is signed with k_prv and stored by fingerprint in the  

contract 

 

 



Instance States 

3.1 Trigger state / transition  

• Cloud platform or client  

triggers state change 

3.2 Enter state / transition 

• Execution engine changes state 

• Captures state with content-based 

identifier and triggers event  

3.3 Register state 

• Records in smart contract 

3.4 Publish 

• Updates instance protocol via TLS 

 



Instance Tracking 

4. Tracking and verifying states  

• Subscription to state change events and instance protocol over HTTPS/TLS 

• Validation of states using the smart contract: 

• State exists: retrieval and validation of instance state ID / hash value 

• Model and instance exist: retrieval and validation of instance and model IDs / hash values 

• Blockchain address created model or state: address resolves to known web server uri using 

ENS 

• Instance protocol server certificate known: retrieval of signature from contract 

• Instance protocol linked to address: signature check correct for key of blockchain address 

 

  Verifies: each instance state, instance protocol and model with issuer and timestamps 



Conclusion 

Extended Decentralized Application Architecture 

• Executable Models on cloud platforms with instance tracking on a blockchain (Härer 2022) 

• Web- and blockchain authentication 

 Web servers distribute executable models and instances 

 Binding between web resources, certificates and blockchain identities possible 

• Scalable execution on cloud platforms by an executable model for serverless computing 

 Enhanced scalability for data- and compute intensive applications 

• Distributed instance tracking on a blockchain 

 Distributed observation and validation of application executions 

 

 Scalable Model-Based Decentralized Applications  
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