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Introduction 

 The fundamental aspects of information being communicated must 
be protected to maintain message integrity, service availability and 
confidentiality of data. 

 To cope up with the security needs of internet technology various 
security layers are added on top of TCP/IP transport protocols. 

 These security layers uses cryptography techniques.

 Cryptography can be of two types; private and public key 
cryptography. 

 The former uses single key and the later employs a key-pair



Public key Infrastructure (PKI)

 It is a kind of guideline which uses 2 key encryption system and provides 
confidentiality and authentication. 

 Below figure shows how PKI works. 

 Instead of storing these cryptographic keys inside the device a special 
structure called Physical Unclonable Function (PUF),embedded in the 
hardware, can be used to generate them on demand.

 The other important aspect of PKI is random number generator(RNG). 

 Because any implementation of a secure cryptographic protocol typically 
requires a secure random number which can used as a key, a nonce, or both.



Problem statement

 In an ideal world, all RNGs would be based on unexpected physical 
processes (for example, thermal noise). 

 Such systems are known as true random number generators (TRNGs).

 TRNG has drawbacks, such as:

 high price, 

 large size, 

 slow generation of numbers etc. 

 These drawbacks make them often impractical for use

 Our proposed approach overcomes these drawbacks



Literature Survey- Existing PUF based RNGs

Referen

ce 

number

Used techniques Drawbacks

[1] SRAM PUF The randomness of original SRAM 

power-on values is fairly low

[2] SRAM based PUF combined 

with hash function with 

periodic reseeding 

Needs a large amount of memory

[3] RO PUF with linear feedback 

shift register(LFSR)

Worst entropy

[4] LFSR, crossed SR-latches and 

flip-flop

Susceptible to key recovery attack 

[5] Ring Oscillators Needs hard macros, fixed 

placement and routing

[6] RO PUF with chaotic circuit vulnerable to input based 

attacks[7]



Existing PUF based RNGs(Cntd..)

Reference 

number

Used techniques Drawbacks

[8] A chaotic circuit and PUF to generate 

the initial seed

Extra hardware

[9] Logistic map algorithm Extra hardware

[10] Double RO PUF structure randomness not good 

[11] Special RO with multiple loops OR-ed Needs hard macros

[12] Modified RO PUF where counters were 

used to count the oscillations of ROs.

2 extra error correcting 

mechanisms 



Literature Survey- Existing designs of 

Anderson PUF

 The first Anderson PUF was 

proposed in [13].

 Both the shift registers and delay 

line produce signal transitional 

hazards due to some amount of 

process delay in the circuit. 

 Depending upon these hazards 

PUF responses are generated. 

 The PUF's advantages were its 

ease of use within the FPGA 

CAD flow and its small silicon 

area. 



Existing design of Anderson PUF(cntd..)

 In [14], authors used NOT gates with flip flops instead of shift 
registers so that PUF can be placed into other SLICEs (not only 
SLICEMs). 

 As the Anderson PUF depends on delay produced by the fast 
carry chain as well as the shift registers, authors in [15] suggested 
to employ the XOR gate also in the design. 

 Therefore the additional path will generate sufficient delay. Extra 
multiplexers were added to Anderson PUF to combine the 
challenge ability [16]. 

 None of the papers investigated the randomness properties of the 
PUF. 



Proposed Design

 There are two 2:1 multiplexers, two 

shift registers and two carry chains in 

the design. 

 The connections in the design are as 

follows: the output from the shift 

register 2 is connected to the select 

pin of the top multiplexer (M5) and 

the output from shift register 1 will 

drive either the M1 or M2. 

 When CH = 1, the shift register 1’s 

output is directed to M2's select pin.

 Alternatively, M1 is driven by the 

shift register increasing the delay 

chain. 

 Again in the top part by using the 

XOR gate output and fixing the next 

select input the bit delay width has 

been raised. The generated signal is 

carried till M5, last level multiplexer



Why such design

 There are four Ex-OR gates with each block of carry chain

 One of the XOR gates is used in the design. 

 Therefore the additional path will generate sufficient delay.

 The advantage of using the control signal ‘CH’, is to have the choice of 

adding more delay or not. 

 For example when CH = 1, the shift register 1’s output is directed to M2's 

select pin. Alternatively, when CH=0, M1 is driven by the shift register 

increasing the delay chain.



Implementation Details

 The proposed PUF has been implemented on a zynq ultralscale+ MPSoC

chip and on zynq 7000 series soc chip (Zedboard) using Vivado 2020.2. 

 The complete PUF circuit was designed using Verilog HDL code. The boards 

used for implementation are of different technologies. 

 Zedboard is of 28nm process technology and Zynq Ultrascale MPSoC is of 

16nm technology.



Cntd..

 The proposed design makes use of the 

CLB logic resources- the carry chain 

(multiplexers and XOR gates) and LUTs.

 Each CLB of a 7 series FPGA device 

consists of-2 slices,8 LUTs, 16 flip-flops,2 

carry chains, shift registers and 

DistributedRAM

Fig. Arrangement of Slices within the CLB Fig. Carry Logic chain per slice 



Results and Discussion

 To select the initial values of the shift registers, different combinations have 

been applied on Zed board. 

 Among them the best initial values of shift register came out to be 0xBBBB 

and 0x4444 for 16 bit shift registers. 

 The results are collected at different times and with temperature of around 

20°C -30°C. 

 Only a subset of the NIST test suite's tests were run in this configuration, as 

we did not have enough data to run the tests that required a long input bit 

stream (106 bits 100 sequences or more). 

 9 tests were successfully applied, depending on the size of the data and the 

NIST requirement.



Results and Discussion(Cntd..)

Random test results as table Random test results as graph

If P-value is larger than 0.01 then the sequences are approximately uniformly 

distributed



Results and Discussion(Cntd..)

Resource utilization for 32 and 64 
bit lengths on zynq ultrascale
MPSoC board

Resource utilization for 32 and 64 
bit lengths on Zedboard



Results and Discussion(Cntd..)

Work LUTs Slices Flip-flops Registers FPGA platform

[2] 25,746 NA 318,592 NA Altera Cyclone IV

[4] 288 NA NA 190 StratixIV

[6] 712 NA 753 NA Spartan 3E

[8] (16 bit) 631 352 662 NA Virtex 7

[11] (32 bit) 510 143 NA 120 Virtex 7

Proposed 

work (64 bit)

302 279 128 340 Zedboard

280 159(CLB) 128 340 Zynq MPS0C



Conclusion

 The motive of this work was to propose a good random number generator 

which does not take up more hardware resources. 

 Towards this aim the controlled Anderson PUF has been suggested which can 

be utilized for cryptographic applications. 

 As a prototype, a controlled Anderson PUF was implemented using a Xilinx 

Zynq 7000 SoC FPGA and a Zynq Ultrascale+ MPSoC board. 

 We ran NIST 800-22 STS correlation analysis on our PUF to ensure its 

randomness, and it passed most of the tests. 

 The comparison of utilisation of resources for these two distinct boards with 

the previously existing works has also been demonstrated. 



Cntd..

 In summary it can be concluded that the suggested PUF can be adapted 

as a TRNG.

 Future work will investigate various attack patterns of the proposed PUF 

architecture and its applications in various contexts other than PKI.
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