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Effects of Quantum Computing

 Quantum Computers possess a threat to break classical cryptographic 

algorithms by using some quantum algorithms such as Shor’s algorithm 

and Grover’s algorithm. 

 by using Shor’s algorithm, a quantum computer with 2300+ qubits can 

break ECC-256 and with 6100+ qubits, it can break RSA-3072.

 By using Grover’s algorithm, AES can be weakened.



Post Quantum Cryptography (PQC)

 The objective of post-quantum cryptography (also called quantum-

resistant cryptography) in cryptographic systems is to protect against 

quantum and classical attacks. 

 PQC uses lattice based, code based, hash based, multivariate based, 

Super singular elliptic curve isogeny based and Symmetric key 

quantum resistance-based algorithms. 

 National Institute of Standards and Technology has called for 

standardization of quantum resistant public key cryptographic 

algorithms (also known as post quantum cryptographic algorithms) for 

Key Exchange and Digital Signature schemes. 



eSign

 eSign is an online platform developed for citizens that can be 

onboarded with various organization service applications via an API to 

facilitate signing an electronic document using an Authenticated 

Identity.

 In the eSign process, ECC or RSA is used to generate key pairs on 

citizens' behalf and key pairs for CA certificates.



NIST 3rd round finalists for Digital Signature Scheme

Crystals-Dilithium

Falcon

Sphincs+

GeMSS

Picnic

Rainbow 

These three 

algorithms have been 

selected after 3rd

round



Crystals Dilithium

 CRYSTALS-DILITHIUM is a Lattice-based algorithm.

 The design of the scheme is based on Fiat Shamir with aborts. 

 The strength of the algorithm depends on solving Module Learning with Errors 

(LWE) and Short Integer Solution (SIS) problems.

 Algorithm has 6 variations that are Dilithium2, Dilithium3, Dilithium5, 

Dilithium2_aes, Dilithium3_aes, and Dilithium5_aes.

 Dilithium2,3,5 uses SHAKE algorithm, whereas Dilithium_AES uses AES-256 

in counter mode to expand matrix, masking vectors and to sample secret 

polynomials. 



Falcon

 FALCON is based on framework of Gentry, Peikert, and Vaikuntanathan 

(GPV framework) for lattice-based signature schemes.

 The hard problem is solving the Short Integer Solution (SIS) problem 

over NTRU lattices.

 NTRU lattices provide shorter signature sizes with the same security 

guarantee when compared to other lattice-based signatures. 

 There are two variations of Falcon i.e., falcon512 and falcon1024. 

 Falcon512 has level I security whereas Falcon1024 has level V security.



Sphincs+

 SPHINCS+ is a stateless hash-based signature scheme.

 It uses hyper-tree of several layers of trees to reduce the key 

generation time significantly. 

 Stateful algorithms that exploit the ordered use of the OTS key pairs 

is used to reduce signing time from O(2h) to O(h).

 There are three different variants  of SPHINCS+: SPHINCS SHA3, 

SPHINCS SHA2, SPHINCS Haraka.

 Each of the versions is again categorized into 12 types based on 

security level, size optimized/speed optimized, and simple/robust.



Picnic

 PICNIC uses zero-knowledge proof together with symmetric 

cryptography, hash functions, and block ciphers.

 It uses the non-interactive Multiparty Computation (MPC) protocol 

which makes the algorithm quantum resilient. 

 For both hashing and key derivation, SHAKE algorithm is used.

 Picnic is classified into 4 types picnic-FS, picnic-UR, picnic3 and picnic 

–full. Each of these algorithms are subdivided into 3 types for security 

levels I, III and V.



Rainbow

 RAINBOW is based on Multivariate algorithm.

 It follows Unbalanced Oil and Vinegar (UOV) signature scheme.

 Standard Rainbow, Circumzenithal Rainbow (CZ-Rainbow) and 

compressed Rainbow are three variations in Rainbow algorithm. 

 Each variation has 3 sub levels for NIST security levels I, III and V.



QEsign

 QEsign is the platform that performs some of the cryptographic functionalities 

of the OpenSSL fork like CSR generation, signing, etc.

 At present, dilithium2, dilithium3, dilithium5, dilithium2_aes, dilithium3_aes, 

dilithium5_aes, falcon512, falcon1024, rainbowIclassic, rainbowVclassic, 

pinic1full, picnic3l1, sphincsharaka128frobust, sphincssha256128frobust and 

sphincsshake256128frobust are available to perform cryptographic operations.

 QEsign can perform the following operations:

 Generate Certificate Signing Request (CSR) based on the selected classical and 

PQC-based cryptographic algorithm.

 Sign the CSR by selecting a PQC-based cryptographic algorithm for self-signed CA.

 Generate an evaluation graph based on the signing time of all the PQC-based 

cryptographic algorithms for the specific signing iteration provided by the user.



Qesign Platform



Results



Comparison

Signing Algorithm Security

level

Public Key size

(bytes)

Private Key

size (bytes)

Signature Size

(bytes)

Signing Time

(ms)/signature

dilithium2 II 1312 2528 2420 5.2

dilithium3 III 1952 4000 3293 4.2

dilithium5 V 2592 4864 4595 4.2

dilithium2_aes II 1312 2528 2420 4.1

dilithium3_aes III 1952 4000 3293 4.5

dilithium5_aes V 2592 4864 4595 4.2

falcon512 I 897 1281 690 4.8

falcon1024 V 1793 2305 1330 4.2

rainbowIclassic I 161600 103648 66 10.2

rainbowVclassic V 1930600 1408736 212 88

pinic1full I 35 52 32065 5.6

picnic3l1 I 35 52 14612 9.3

sphincsharaka128f

robust

II 32 64 17088
9.1

sphincssha256128

frobust

II 32 64 17088
25.5

sphincsshake2561

28frobust

II 32 64 17088
45



Conclusion and Future aspects

 Based on the experiment on iterations of signing, the DSC with PQC 

algorithm concludes that dilithium3, dilithium3_aes, and falcon1024 

can be recommended algorithms for eSign application considering 

NIST security level, signature size, key size, and signing time. 

 QEsign could be a platform where researchers and students can 

perform analysis on PQC-based cryptographic operations.

 In the future scenario, the same algorithm can be available in the HSM 

for signing the electronic document to improve security in the 

quantum world. 

 Incorporation of PQC-based algorithm in eSign workflow.
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