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Part1
Evolution of PKI



@ History of PKI in India
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= The first CA for facilitating PKI services was licensed in 2002.

= There are total 08 licensed CAs in India which are offering RSA based CA
services. [source : www.cca.gov.in]

= Only 03 CAs offer ECC based CA services at present.



@ IT Act for ECC based PKI in India
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= Use of ECC became legally permitted asymmetric technique for End Entity
Digial Signing purposes since August 2015 through Gazette Notification.

= CA can offer ECC based digital certificate for signing purposes at present.



[Licensed CAs in India
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= Following CAs are licensed to offer services to the users:

1. Safescrypt 5" Feb, 2002
2. IDRBT 6" August, 2002
3. National Informatics Centre 23" May, 2003

7. Capricorn CA 16" May, 2016
8. NSDL e-Gov CA 27" October, 2016
| EccIRsA based CA *Source : http://www.cca.gov.in/cca/?q=licensed_ca.html


http://www.cca.gov.in/cca/?q=licensed_ca.html

@ ECC based CAs across Globe
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= Elliptic curve Mathematics was used in Cryptography by Neil Koblitz and
Victor Miller in 1985, but was implemented formally as a proven asymmetric
technique only after the year 2000.

= Despite thousands of RSA-based PKIs being flooded in the market to date,
only few companies outside India offer ECC-based CA services these days.

= Some of these CAs are
e GeoTrust

Thowte

Verisign

Global Sign

Semantec

Comodo etc.

= ECC based PKI is still in the evolving stage.



@ Reasons for Scarcity of
ECC based PKI

= The reason for scarcity of ECC based PKI or delay in implementation of ECC
based PKI is
 Elliptic Curve Mathematics is very complex and,
e ECC based PKI, does not conform to the common standards for

facilitating interoperability among the systems and within the system
components.
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= Apart from that no fixed standard has been given/finalized as yet for ECC
based PKI.
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Part 11
Some Details on ECC based PKI and Underlying Science



Benefits of using ECC in PKI
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= RSA is based on Integer Factorization (IF) Problem which is supposed to have sub-
exponential time solutions [Time,., ~ exp ((logN)"3)] whereas,

ECC is based on Elliptic Curve Discrete Logarithm Problem (ECDLP) having fully
exponential time [Time.. e ~ €Xp (cVN)] solutions being a tougher mathematical
problem to solve.

= Public Key Infrastructure (PKI) based on RSA is successfully deployed and practiced
across the globe. But large RSA key sizes leads to slower performance in different

cryptographic operations in PKI activities.

= ECC is faster, cheaper and more secure with a given key size than RSA.



@ ECC Vs. RSA :
Performance Comparision
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» Performance Comparison ECC-256 & RSA-3072 [Certicom]

Key Generation 166ms Too Long
Encrypt/Verify 150ms 52ms
Decrypt/Sign 168ms 8s



@ ECC Vs. RSA :
Performance Comparision
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= Operational Speed-up Comparison [Certicom and RIM]

RSA 1024 10.99 1
ECC 160 0.81 13.6
RSA 2048 83.26 1
ECC 224 2.19 38

= Elliptic Curve Cryptography (ECC) is a state-of-the-art asymmetric technique
supposed to be a viable replacement of traditional RSA.



@ Public Key Infrastructure (PKI)
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* RFC 2822 defines PKI as the set of hardware, software, people, policies and
procedures needed to create, manage, store, distribute and revoke digital
certificates based on asymmetric cryptography.

* The principal objective for developing a PKI is to enable secure, convenient
and efficient acquisition of public keys.

* A PKI enables the establishment of a trust hierarchy.

* The implementation of a PKI using a Certification Authority (CA) provides the
trust hierarchy.



Public Key Infrastructure (PKI)
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Why Implement a PKI?
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* The implementation of a PKI is intended to provide mechanisms to ensure
trusted relationships are established and maintained.

* The specific security functions in which a PKI can provide foundation are
* Confidentiality
* Integrity
* Authentication
* Non-repudiation



@ Why Implement a PKI?
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e PKI prevents :

v Eavesdropping (obtain information that is being transmitted)
by providing Confidentiality to data through Encryption

v Modification (Tempering) of Data
by providing Integrity through Hash Algorithms, Message Digest, Digital
Signature

v Spoofing (one entity pretends to be a different entity)
by providing Authenticity through Digital Signature, Certificates

v Flooding
Availability through Redundant Systems, Automatic Fail over

v Phishing
Source Authentication



@ PKI Applications
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* Some examples of PKI applications are:
1. SSL, IPsec and HTTPS for communication and transactional security

2. S/MIME and PGP for E-mail security

3. SET for value exchange



@ PKI : Underlying Crypto
Mechanisms

Strategy and Synergy for Security

* Cryptographic Mechanisms need to be used to provide a complete suite of
security services including confidentiality, authenticity, integrity and non-
repudiation.

* These mechanisms include,
1. Symmetric Key

2. Secure Hash
3. Asymmetric Cryptography



@ PKI : Underlying Crypto
Mechanisms
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1. Symmetric Key
Normally AES-128 is used in PKI to achieve confidentiality.

2. Secure Hash

The secure hash algorithm is used for data integrity in PKI. SHA256, SHA384
and SHAS512 are suggested for use.

3. Asymmetric Cryptography

ECC is used as an alternative to RSA to achieve authentication, integrity, non-
repudiation and key distribution purposes in the PKI.

ECC is used for digital signatures (ECDSA), key transport (Encrypting
symmetric key) and key agreement (ECDHE).



: Underlying Crypto
Mechanisms
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Screenshot ;: ECDSA and ECDHE
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Digital Signatures
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= An authentication mechanism that enables the creator of a message to attach a
code that acts as a signature.

To: userl.sets@gmail.com

From: user2 <user2.sets@gmail.com>

Subject: digital signed email

Message-ID: <33el1022d-0d35-18eb-0bb0-b00del3cc36c@gmalil.com>
Date: Fri, 3 Feb 2017 12:38:04 +0530
User-Agent: Mozi . ; _ 64, rv:45.0) Gecko/20100101
Thunderbird/45.5.1

MIME-Version: 1.0

Content-Type: multipart/signed; protocol="application/pkcs7-signature";
micalg=sha-512; boundary="------------ ms0380800030504010205040602"

[ This 1is a cryptographically signed message in MIME format. ]

-------------- ms080800030504010205040602
Content-Type: text/plain; charset=utf-8; format=flowed
Content-Transfer-Encoding: quoted-printable

hi,
I ___—I Message Contents I
get it!!




Digital Signatures
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Digital Signature as
-------------- ms@80800030504010205040602 PKCS#7 attachment

Content-Type: application/pkcs7-signature; name="smime.p7s"
Content-Transfer-Encoding: base64

Content-Disposition: attachment; filename="smime.p7s"
Content-Description: S/MIME Cryptographic Signature

MIAGCSqGSIb3DOEHAGCAMIACAQEXDzANBGlghkgBZQMEAgMFADCABgK ghkiGOWOBBWEAAKCC
BkgwggLRMIICMgADAQECAQKA+0 jwIkXzcIgwCyYIKoZI 2 OEAWQWW jELMAK GAIUEBhMCSU4 x
CzAJBgNVBAgMALROMRAWDG YDVQQHDAdDaGVUbmFpMQOwCwYDVQQKDAR TRVR TMQWwC gYDVQQL
DANBQOCc XxDzANBgNVBAMMBKNBY2Vy dDAeFwOxNz AyMDMwNj UWMTF aFwO xODAYMDMwWN jUWMTF a
MIGAMQswCQYDVQQGEwWJI JTjELMAKGALUECAWCVE 4XxEDAOBgNVBACMBONOZWSUYWk XDTALBgNV
BAOMBFNFVFMXDDAKBgNYBASMAOFDRz EQMA4GA1UEAWwWHAXN1c 1R3bzE jMCEGCSqGSIb3DQEJ
ARYUdXN1lcjIuc2VOcOBnbWFpbCS5jb20wgZ swEAYHKOZIZz ] OCAQYFKAEEACMDYYYABACYXNDT
SEP1ogWKr hXWQXHOVEKkmLOPHOeWDEmMboy7G7x211GBbg1M4fzBCnkHHpCqBTWSHMOEOSZTAF
YinBQsZMwABAyeudzn/55E /MNe4PgV8mEyMSBMKOCL78W/ NQNOQ2SdsKk6adqut 7CRATQQEW
paX8pJ/ jeNctLyiut 7LNghwmKKN3MHUWHQYDVROOBBYEFGNnL4ed1Tol tD2DyW80a5Wd J6Gam
MAK GA1UdEWQCMAAWCWY DVROPBAQDAGH2ZMDWGA1UdHWQ1MDMwWMaAvoC2GK2hOdHBZz018ve2ve
C2NhLmNvhS92ZXRzY2EXLONSTC9jcmxfbGlzdC5) cmwwCgYIK0ZIz jOEAWQDYYWAMIGIAKIA
PXUD9Jtb39CyWMhtylKeAUdZehGEDZYEWC TghHsg2QfUKE 5z hvES jmG2XGIj IJnZT JQh6RRS
j+1fnSDJIswV+2PgCQgEa9TWh992dRwADKGMNCRACaSN/ XZ 7THdhNxWxo t6QQmfhQ4dEd FAMmMR
GAgihgw2PuBUKgWEWvaceGBRC3qGl4qGtDCCAZ28wggLQOAMCAQICCQCS5bUONHSDAWZAKBYYQ
hkjOPQQDBDB/MQswCQYDVQQGEWJI T ELMAKGALUECAWCVE 4 XEDAOBGNVBACMBON 0ZWS UYWk X
DTALBgNVBAOMBFNFYFMxDDAKBgNVBASMAOFDRz EPMAOGALUEAWWGQOF jZXJOMSMWIQY JKoZI
hvcNAQKBFhRzZXRzY 2F tYW1sQGdt YWlsLmNvhTAe FWOXNZAXMTK XM IwNTdaFwO xODAXMTK x
MjIwNTdaMFoxCzAJBGNVBAYTAKk 10MQsWCQYDVQQIDAJIUTj EQMA4GALUEBWWHQ2h 1bmShaTEN
MAsGA1UEC gwEUOVUUzEMMAOGALUE CwwDQUNHMQ8WDQYDVQQDDAZ DQWN 1c nQwg ZSWEAYHKOZ T
2jOCAQYFKAEEACMDYYYABAGY30+2WwhOtfrswSjnvwisincrENxjwsrNn2m/2rub0sTY/+bs
0JQjwWHCFI+b6Ob5dGPR+KIVhJIQfz14TilMdS3AFfhmeeOrm/9sJ1ImhieuhUplT6I1H7gEG94
iSmEOYEksnfskus jSEvoWUyX5MEYY3K8BFBZ+RKI1u+1YVnVjeSauKOCARUwWggERMBOGALU
DgQWBBTYKEWfiNgbafEuup8+ir 04 Tx JFPDAMBgNVHRMEBTADAQH/MAS GA1UdDWQEAWIBYjCB
SWYDVROBIGrMIGogBTYKEWF iNgbafEuup8+ir 04 TxJfPKGBhKSBgTB/MQswCQYDVQQGEWIJ
TIELMAKGA1UECAWCYE4 X EDAOBYNVBACMBONOZWSUYWKXDTALBgNVBAOMBFNFVFMXDDAKBgNY
BASMAQOFDRZEPMABGAIUEAWWGQOFj ZXJOMSMWIQYJKoZI hveNAQkBFhRZZXR2Y 2F tYW1sQGdt
YWlsLmNvbYIJALLtQ6cewMBbMBBGALUJEQQYMBABFHNLAHN jYWlhawWxAZ21haWwuY29tMA0G
CCqGSM49BAMEA4GMADCBiAJCAKY XVt J04UG66qTie5Nzm7 tM+FBXpPdSTFaDxexJdamt4vST
OHgASXUAMEMt p8Om4wr NOu91eFmP04 3KKaNU+8vvAk IBwiBfLw/ 1ADZ 227 gJvGK/ qqCcUc i
wmwgivu/3Qxa0cy7vabhK/e+w0zVE3uoKN7bzfxt OHAd62zxfol/HkQhxJR4XxggMFMIIDAQIB
ATBnMFoxCzAJBgNVBAYTAk 10MQswCQYDVQQIDAJUTjEQMA4GATUEBWWHQ2h 1bmShaTENMASG
A1UECgwEU®YUUZEMMAO GALUE CwwDQUNHMQ8WDQYDVQQDDAZDQWN 1cnQCCQD6iPAMR FNWiDAN
BglghkgBZQMEAGMFAKCCAe kwGAYIKoZIhveNAQkDMQSGCSqGSIb3DQEHATACBgkghkiGOwOB
CQUXDXCNMTcwMjAzMDCcwWODALW] BPBgkghk iGO9wOBCQQxQgRA44MEMmMO7VAKKF LWGF pmnDeny
YaSQFcvI9neGghFDQGYYQHEd1kgVBvkO1eYCcEM8gXmXN1skHiusd9kilL0/PYqDBsBgkghkiG
9WOBCQ8xXzBdMASGCWCGSAF1AWQBK] ALBg 1lghk gBZQMEAQIWCY IKoZ Ihve NAwcwDgY IKoZ I
hveNAWICAgCAMAOGCCqGSIb3DQMCAGFAMACGBS sOAWIHMAG®GCCqGS Ih3DQMCAGEOMHY GCSsG
AQQBg jcQBDF pMGewWWjE LMAKGALTUEBhMCSU4xCzAJBgNVBAGMA 1IROMRAWD gY DY QQHDAd DaGVu
bmF pMQBWCWY DVQQKDARTRVRTMQwwCg YDVQQLDANBQO cxDz ANBgNVBAMMBKNBY 2VydAT JAPQ T
8CZF83CIMHYGCYqGSIb3DQEIEAILMWMYZZz BaMQswCQYDVQQGEW) JT JELMAK GATUECAWCVE4 X
EDAOBgNVBACMBONOZWSuYWkxDTALBgNVBAOMBFNFVFMxDDAKBgNVBASMAOFDRZEPMABGALUE
AWWGQOF jZXJ0AgkA+0jwIkXzcIgwCQYHK0ZIZjOCAQSBizCBiAJCATDYU+e IWZWrZhe ®MDK i
U9awORj85cCiigeHwYPsKFL46UN1ixs7BxZmDVEGxnk4hI/CQf ISdp7Ls0+qGdKoBWFFYAKIB
1SI+00/VI1k6p9CjxXpcy fLDVI+rcVXDY jbUpdToAlIMiRAOGavst64el L W2ulXqwk984P1ZNeC
Kx+FbCO1jcXHW/c =

—————————————— ms@80800030504010205040602 - -



@ Digital Signatures
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= The signature is formed by taking the hash of the message and encrypting the
message with the creator’s private key.

= The signature guarantees the source and integrity of the message.

= The Digital Signature Standard (DSS) is a NIST standard that uses the Secure
Hash Algorithm (SHA).

= Applications include Authenticity, Data Integrity and Non-repudiation.



Digital Signatures
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Summarizing,

It is a mathematical process

Contents are signed

Authentication and tamper evident
Non-repudiation through law

Signature is a private operation

Owner is responsible for private key security
Multiple signers can sign the same doc

Time stamping provides additional assurance

Time Stamping :

It adds the Time element, making a stronger case of evidence
Protects from signature stripping

CA provides time stamping services



@ Digital Signatures
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Signing and Verification :
= To sign
* hash the data
 encrypt the hash with the sender's private key

 send data signer’s name and signature

= To verify

* hash the data

e find the sender’s public key

e decrypt the signature with the sender's public key
e the result of which should match the hash



Digital Signatures
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Elliptic Curve Digital Signature Algorithm (ECDSA) :

m Message (hash of the data) To Sign:
e g : : 1. Choose random integer k provided 1<k<r
F, : Finite field defined over prime q 2. Compute R = k * G
E Elliptic Curve defined over F, 3. Compute s = k'}(m + ax) (mod r)
r : alarge prime such that f * r = #E where f = 1,2,4 Signed document is (m,R,s).
G : DBase Point
. . _ . To Verify:
Q : a* G whereais asecret integer drawn 1. Compute u, = s’ m  (mod r) and
Public Info : (F,Er1,G Q) u,=s'x (modr)

2. Compute V=u, G +u,Q
3. Declares Signature valid if V=R

If message is signed correctly, the verification
equation holds:

v

u, G+uQ

s'm * G + s'xQ

st (mG + xQ)

s1(mG + xaG) = s'G (m + ax)
st*G*s*k=kG=R

So, V=R



Digital Signatures
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Screenshot for E-mail Signing :

Thunderbird Mail

§ & Inbox
el %, Cet Messages - 7 write @ chat & AddressBook @ Tag~ | Y Quick Filter +K q =
._\\y_ * L buggslife.1452@gmail.com * >Unread Starred 2 Contact )Tags @ Attachment Filter t +K Q
H & Junk E-mail R ) Subject on Correspondents ¢ Date v B
E ~ [ [Gmail] Your Amazon.in order of Sparx Men's Navy Blue and g . " " " 2
£l prafts Mindtree MEGA OFf Campus Drive Hiring Fresherg Certificate Viewer: “Kunal
Rl e oo '
[& All Mail (1391 General Details |
© spam Message s Signed Fis certificate has b ffled for the Followl !
\ & Trash (534) This message includes a valid digital signature. The message has not been altered since it was sent. WS ER S LS S neh G LT S Gl B i TR |
é =] IST;:;::jant (67 Signed by: Kunal SSL Client Certificate |
= ) . ’ |
. + [ Personal (v1) Ema.ll'addn.ess. kunal.sets@gmail.com SSL Server Certificate |
i Receipts Certificate issued by: CAcert — = [
i Travel View Signature Certificate Email Signer Certificate |
; - = work Email Recipient Certificate |
E = Local Folders |
- - Message Is Not Encrypted
& Trash ; ; : ; Object signer |
__ & outbox This message was not encrypted before it was sent. Information sent over the Internet without encry ) 9 [
ﬂ-‘- transit.
= Issued To |
Common Name (CN) kunal |
Organization (O) PSA
Organizational Unit (OU) SETS I
Serial Number 00:F6:1F:C7:8A:43:25:FF:23 ( ® Delete | More~
'b Issued By
' Common Name (CN) CAcert El Pl
F Organ!zat!on (0) ) SETS
‘ N Organizational Unit (OU) ACG
Period of Validity
Begins On 11/11/2017
Expires On 11/11/2019
Fingerprints

SHA-256 Fingerprint 33:1F:27:BO:BA:69:A0:04:8E:5F:BE:2E:23:BB:56:D0:
2D:BB:BF:52:DA:60:DE:5B:78:1C:66:E1:85:D4:F6:3F

SHA1 Fingerprint EAAF.7C:0D:48:82:74:9C:FO:EF:DE:33:9C.DE:33:DD:EF:03:B5:AA

Close

=] linread:- 12011 Tnkal- 15466



@ Digital Certificates
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= CAs provide digital certificates as proof of the ownership of public keys.

= A digital certificate binds the owner’s public key, name, E-mail and other
necessary information together.

= Some Standards of Digital Certificate
= X.509 (v1, v2, v3)
= Simple Public Key Infrastructure (SPKI)
= PGP Certificates
= Attribute Certificates

Among these types of Certificates, ITU recommended X.509 format is most
accepted Certificate format.



Digital Certificates
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= X.509 Certificate (Elliptic Curve based)

Terminal 3:07 PM

certificate

ame Modifiec

Lo

Recent

0c root@setsca: ~/Desktop/certificate
root@setsca:~/Desktop/certificate# openssl x509 -in kunal.sets_cert.pem -text -noout
- Certificate:
Desktop pata:
Documents Version: 3 (0x2)
Serial MNumber: 17735113254254280481 (@xf61fc78a4325ff21)
Downloads Signature Algorithm: ecdsa-with-SHA512
Issuer: C=IN, ST=TN, L=Chennai, 0=SETS, OU=ACG, CN=CAcert
Music Validity
Not Before: Nov 9 16 44 2017 GMT
Not After : Nav Q9 1A 44 7A19_GMT
Videos Subject: C=IN, ST=TN, 0=PSA, OU=SETS, CN=Kunal/emailAddress=kunal.sets@gmail.com
Subject Public Key Info:
Trash Public Key Algorithm: id-ecPublicKey
Public-Key: (521 bit)
Network pub:

Home kunal.sets_cert.pem MNov @

Pictures

08 E BN B0

9b:f8:e5:48:f3:39:d4:16:de:19:ef:0a:
70:9e:22:b2:d0:71:e7:09:
96:75:fd:04:c7:a0:e5:cf:

(3]

Computer

e}

Connect to Server

ATOL B
A ~NMNNWYE

8:da:e9:83:30:9f:6e:ca:de:ef:f4:a3:ca:fa:
6f:2a:46:3a:1e:63:c6:cd:37:e5:96:88:ca:f8:d6:
€0:90:ab:73:b1:4d:31:38:33:ac:aB:3a3:83
ASN1 OID: secp521rl
NIST CURVE: P-521
X509v3 extensions:
X509v3 Subject Key Identifier:
D3:BO:BE:20:21:C3:FD:8C:5A:9E:93:5D:65:D3:3C:D
X509v3 Basic Constraints:
CA:FALSE
X509V3 Key usage:
Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Certificate Sign, CRL Sign
X509v3 CRL Distribution Points:

Full Name:
URI:https://setsca.com/setscafCRLfcrl_list.crl

CEERLELET TR T

Authority Information Access:
OCSP - URI:http://ocsp.setsca.com:8888
CA Issuers - URI:http://setsca.com/setscafcacert/ca_cert.crt

Netscape CA Revocation Url:
http://setsca.com/setsca/CRL/crl_list.crl
Signature Algorithm: ecdsa-with-SHA512
30:81:87:02:42:01:8c:49:b b:24:ef:1e:eB:8a:2c:a3:df:
2c:3f:58:82:d9:47:¢9:85:e 7:5b:33:00:60:b2:c3:b2:90:
6f:c4:8b:c2:45:4b:e1:05:3 5:b8:f6:c7:30:15:10:02:77:
Be:a4:80:47:5a:cb:25:76:a 1:38:c2:5d:e6:8b:b4:77:02:
41:37:94:eb:28:92:58:8 f:fe:f8:de:be:53:b7:c 'H
1:83:32:08:d0:4 9:79:9c:03:e4:aa:11:
7c:07:4a:4d:2e:89:¢1:90:62:60:29:a7:e0:53:f9:0e:f7:67:
79:9c:8c:9d:bo:fc:6e:ec: EHEHL
- root@setsca:~/Desktop/certificate# [l




Digital Certificates
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= Popular formats of a digital certificate are .pem, .crt, .p12, .cer, .der

= Digital certificate with .crt extension is generally installed in the Trusted Root
directory of the machine.

= Digital Certificate with .p12 extension only carries encrypted private key
among all other extensions.



Strategy and Synergy for Security

Digital Certificates

= Example : Screenshot of .p12 certificate structure

i Da+<DNHEO

|

Recent
Home
Desktop
Documents
Downloads
Music
Pictures
Videos
Trash

Network

Computer

Connect ko Server

Documents

Kunal.sets_cert.p12

@ ® & root@setsca: ~/Documents

root@setsca:~/Documents# openssl pkcs12 -info -in Kunal.sets cert.pi12
Enter Import Password:
MAC Iteration 2048
MAC verified OK
PKCS7 Encrypted data: pbeWithSHA1And4@BitRC2-CBC, Iteration 2048
Certificate bag
Bag Attributes
D: EA AF 7C A0 48 82 74 oC FA EF DE 33 OC DE 33 NN FF A3 BS AA
ubject=/C=IN/ST=TN PSA/OU=SETS/CN=Kunal/emailAddress=kunal.sets@gmail.com
N/ST= hennai/0=5SETS/0U=ACG/CN=CAcert
---BEGIN CERTIFICATE-----
MIIDazCCASygAWIBAgIJAPYfx4pDIf8jMAOGCCQGSM49BAMEMFoXxCZAIBgNVBAYT
AkLOMQSWCQYDVQQIDAIUT JEQMA4GAIUEBWWHQ2h1bm5haTENMASGALUECGWEUBVU
Uz EMMAOGA1UECWWDQUNHMQ8wWDQYDVQQDDAZDQWN LcnQwHhcNMTcxMTEXMTYXODE®
WhcNMTkxMTEXMTYXODEGW jBsMQswCQYDVQQGEWIIT JELMAKGAIUECAWCVE4XDDAK
BgNVBAOMA1BTQTENMASGATUECWWEUBVUUZ EOMAWGATUEAWWFS3VuYWwxTIzAhBgkq
hkiG9wWOBCQEWFGt1bmFsLnN1dHNAZ21haWwuY29tMIGbMBAGBYqQGSM49AQEGBSUB
BAAJA4GGAAQANOPNILY JKUI7 JFXN3QX9LE/NTULISOSFIDNWR jale2nol@ZcMaLT
zrh7bk3RjcirH+LATLB+ehSI1HcqulB1xE4AbmaX0b5X3ZTYKBuiGXjIj62ZzmNOX
kPOYvyefKhCFXZCsId6C1/EZytolYyfkLr@4IColbL2Z/8Mx9Q40vttYKhGiagEk
MIIBIDAdBgNVHQ4EFgQUzlsqFY/dNInMUmmydbeEI jgK /nkwCQYDVROTBAIWADAL
BgNVHQB8EBAMCATYWOWYDVROTBDQWM jAW0C6gLIYqaHROCHMG6LY9ZZXRZY2EUY29t
L3NLdHN}YS9DUkWVY3IsX2xpc3QuY3IsMHAGCCSGAQUFBWEBBGQWY JANBggrBgEF
BQcwAYYbaHROcDovL29jc3Auc2VOc2NhLmNvbTo40Dg4MDcGCCSGAQUFBzAChito
dHRWO18vc2VACc2NhLmNvbS9zZXRzY2EVY2F JZXJOL2NhX2N1enQuY3IAMDgGCHWCG
SAGG+EIBBAQrFilodHRWOiBvc2VAc2NhLmNvbS9zZXRZzY2EVQ1IML2ZNybF9saXNe
LmNybDAKBggqhk jOPQQDBAOB jAAWQYQCQQGAZY6XYHHXSCG+Z2aDAciCob5bUBCZ
xhZfqaC7KXMVPRRexdnUjVgos2KxBEBa29Ac7PS113XaTm17wlThbyHWwaAICAIIX
c1k4U4uzv3tncIN7791ihx8Ly47LORBa8Cj2CwidgdDeeNG4shf11dz8dxyx6cK/G
FPL0o6103Z37hsRC5bgwD
----- END CERTIFICATE-----
PKCS7 Data
Shrouded Keybag: pbeWithSHA1And3-KeyTripleDES-CBC, Iteration 2048
Bag Attributes
localKeyID: EA AF 7C 0D 48 82 74 9C F® EF DE 33 9C DE-33 DD EF 03 B5 AA
Kev Attributes: <No Attributes=
Enter PEM pass phrase:
Verifying - Enter PEM pass phrase:
fffff BEGIN ENCRYPTED PRIVATE KEY
MIIBPTBABgkqhkiGIwOBBQOWMzAbBgkqhkiGOwOBBQWWDGQIoh7r5VIPWRUCAGOA
MBQGCCQGSIb3DQMHBAjL2d41fxPjVQSB+Anb8vyXiye6+/EhTnUyAIyV1huoP4TZ
rnimPphfog/vwWiviclLu+hUtB6FonTRMXNBI1nXYYQNRCik2N+RQD29Mrz jxStnXx
ETOLf9mz fhXbhjoobbPdoNKoz fVQQb5TV+VZ jsObx+cPxrbDTqKNdnymbpTqloAd
Q7hBVRpWMEQ6+KDNUEDOSTXErwY1Cm4nRHk3bWhHQPQ+FI7nJx+Rx0q+LkbKUhHm
QLT1jqQL2HSQEvV3r3i2eprup6PBhzo1Dg/kmsGQPzDK3wAFH+t/B3HTnEpbmWNtF

FTC6uQ2d9ZCcSyoxTB8bcqas24cYZNhDTUIKMEKmiaxe
-----END ENCRYPTED PRIVATE KEY-----
root@setsca:~/Documents# I

1, B

Q

4:44PM
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Screenshot : User certificate in P12 format having encrypted private key

Thunderbird Mail 4:56 PM 't

-8 kunal.sets@gmail.com

& Get Messages = [ write @ chat 2 Address Book A

T . . .
£ Inbox (1) Thunderbird Mail ; kunal.sets@gmail.com
~ [ [Gmait]
[l prafts
B Sent Mail
[&l All Mail (1)
® spam
& Trash
il Important (1) .
i Starred |/ Writeanew vourcertificates | People Servers Authorities Others

- = L ocal Folders
& Trash You have certificates from these organizations that identify you:

[ Outbox
Accounts

= Create ane @ Successfully restored your security certificate(s) and private key(s).

[-1 Read mess

Certificate Name Security Device Serial Number Expires On

a

DD IR e

=] il &
Email ok

Advanced Fi

5

L, Search mes

4

t Manage me

View... Backup... Backup All... Import... Delete...

@

Manage fol:

SABEYD

ry

OK

sy Offline settmgs =

Cancel OK

0

®® kunal.sets@gmail.comis up to date
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= Public Key Distribution through digital Certificate :

Details
Sends /
Digital Certificate

Gives user
details

Signs the Certificate

\4

Public keys are distributed in Publishes
certificates, which are signed by a
trusted CA.

Data Directory




@ PKI Components
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= Certification Authority

Registration Authority
End User

Repository

Archives



@ PK| Functions
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= Key Generation and Management

Certificate Management and Distribution

Certificate Revocation List

Online Certificate Status Protocol (OCSP)

Access Control



PKI Functions
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= Certificate Revocation List (CRL)

CA generates CRL and make it available at the location pointed to be the
primary CRL distribution point extension that the CA populates in all end-user
certificates.
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Terminal 3:07 PM

certificate Q =

Modifiec

© Recent Name e
kunal <] root@setsca: ~/Desktop/certificate
.set: (o Nov 9

G Home unal.sets_cert.pem root@setsca:~/Desktop/certificate# openssl x589 -in kunal.sets_cert.pem -text -noout ov
[ Desktop
[0 Documents Version: 3 (0x2)

Serial Number: 17735113254254280481 (@xf61fc78a4325ff21)
< Downloads Signature Algorithm: ecdsa-with-SHA512

Issuer: C=IN, ST=TN, L=Chennai, O0=SETS, OU=ACG, CN=CAcert
dd Music validity
B Pictures Not Before: Nov 9 16:46:44 2017 GMT

b Not After : Nov 9 16:46:44 2019 GMT

] e Subject: C=IN, ST=TN, O=PSA, OU=SETS, CN=Kunal/emailAddress=kunal.sets@gmail.com

Subject Public Key Info:
i Trash Public Key Algorithm: id-ecPublicKey

Public-Key: (521 bit)
Network pub:

9

:01:24:9b:f8:e5
Computer

B @

Connect to Server

:83:30: 6e:ca:de:e
12a:46:3a:1e:63:¢c6:cd:37:e5:96:88:ca:
e0:90:ab:73:b1:4d:a1:38:33:ac:aB:3a:83
ASN1 OID: secp521iril
NIST CURVE: P-521
X509v3 extensions:
X509v3 Subject Key Identifier:
D3:BO:BE:20:21:C3:FD:8C:5A:9E:93:5D:65:D3:3C:
X509v3 Basic Constraints:
CA:FALSE
X509v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Certificate Sign, CRL Sign
X509v3 CRL Distribution Points:

M hTOL DO

Full Name:
URI:https://setsca.com/setsca/CRL/crl_list.crl

Authority Information Access:
OCSP - URI:http://ocsp.setsca.com:8888
CA Issuers - URI:http://setsca.com/setsca/cacert/ca_cert.crt

Netscape CA Revocation Url:
http://setsca.com/setsca/CRL/crl_list.crl
Signature Algorithm: ecdsa-with-SHA512
30:81:87:02:42:01:8 2 :24:ef:le:e0:8a:2c:a3:df:
2c:3f:58:82:d9:47:¢ 2 3:00:60:b2:c3:b2:90:
6f:c4:8b:c2:45:4b:e fib5:b8:f6:c7:30:15:10:02:77:
Be:a4:80:47:5a:cb:2 3:91:38:c2:5d:e6:8b:b4:77:02:
41:3f:94:eb:28:92:5 a:af:fe:f8:de:be:53:b7:c4:2c:
fc:61:41:83:32:08:d 5:59:79:9c:03:e4:aa:11:18:6f:
7c:07:4a:4d:2e:89:¢1:90:62:60:29:a7:e0:53:f9:0e:f7:67:

79:9c:8c:9d:b0:fc:6e:ec:36:b9:da:bb

root@setsca:~/Desktop/certificate# [l
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PKI Functions

= Online Certificate Status Protocol (OCSP)

Terminal

Lo

S0EDD DS

ME

i PO PO

9

@

Recent
Home
Desktop
Documents
Downloads
Music
Pictures
Videos
Trash

Network

Computer

Connect to Server

Name

certificate

kunal.sets_cert.pem

3:07 PM
Q| (B2

Modifiet

@2 @ root@setsca: ~/Desktop/certificate

root@setsca:~/Desktop/certificate# openssl x589 -in kunal.sets cert.pem -text -noout
Certificate:
Data:
Version: 3 (8x2)
Serial Number: 17735113254254280481 (@xf61fc78a4325ff21)
Signature Algorithm: ecdsa-with-SHA512
Issuer: C=IN, ST=TN, L=Chennai, 0=SETS, DU=ACG, CN=CAcert
validity
Not Before: Nov 9 16 4 2017 GMT
Not After : Nov 9 16 4 2019 GMT
Subject: C=IN, ST=TN, 0=PSA, OU=SETS, CN=Kunal/emailAddress=kunal.sets@gmail.com
Subject Public Key Info:
Public Key Algorithm: id-ecPublicKey
Public-Key: (521 bit)
pub:
04:01:24:9b:f8:
8b:c9:83:14:bb:
a5:02:bb:60:51:
98:82:7d:32:81:
:2d:ce:4c:4
134:
:d
6f:2a:
e®:90:ab: 4
ASN1 OID: secp521ril
NIST CURVE: P-521
X509v3 extensions:
X509v3 Subject Key Identifier:
D3:BO:BE: 1:C3:FD:8C:5A:9E:93:5D:65:D3:3C:D4:3E:C2:DO:AF
X509v3 Basic Constraints:
CA:FALSE
X589v3 Key Usage:
Digital Signature, Non Repudiation, Key Encipherment, Data Encipherment, Certificate Sign, CRL Sign
X509v3 CRL Distribution Points:

Nov &

o hOLN AN

Full Name:
URI:https://setsca.com/setsca/CRLfcrl_list.crl

Authority Information Access:
OCSP - URI:http://ocsp.setsca.com:8888
CA Issuers - URI:http://setsca.comfsetscafcacertfca_cert.crt

Netscape CA Revocation Url:
http://setsca.com/setsca/CRL/crl_list.crl
Signature Algorithm: ecdsa-with-SHA512
30:81:87:02:42:01:8c:49:be:9b:24:ef:1e:ed:8a:2c:
2c:3f:58:82:d9 H=-H:FHEH :00:60:b2:c3:
6f:c4:8b:c2:45 :el:05:3f:b5: 1c7:30:15:10:
Be:a4:80:47:5a:cb:25:76:aa:91:38:c2:5d:e6:8b:b4:

4:eb:
H:EH
14d:
:9d:

1
:4a
19c:8cC

28:
32:
2e:
I H

fc:6e:ec:36

root@setsca:~/Desktop/certificates I

:b7:
gililg
HTH
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PKI Architecture

= PKIX Architectural Model

Certificate Directory /
CRL

PKI User

Certificate / CRL retrieval
End Entity

Registration,
[nitialization,

Certification,
Key pair recovery,

<
«

Certificate Publication Key pair update,
« Revocation request

Certificate / CRL Publication

Cross-certification

CRL Publication
CRL Issuer

PKI Management Entities

CA
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Part Il
Implementation Issues and Solution



@ Implementation Issues
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= PKI needs complex design (63+ RFCs)

= Major issues with implementation of ECC based PKI are
= Non-interoperability
= Security considerations
= Patent problem

» Lack of common standards



@ Solution to Interoperability Issues

Strategy and Synergy for Security

= One way to achieve interoperability among different entities or modules in a
system is to specify the cryptographic schemes well before starting any
communication.

For example, SSL/TLS.

= Other way to achieve interoperability among different entities or modules in a
system is to follow the same set of established standards and
schemes/protocols so that there should not be any compatibility issues.

= Careful selection of stable standards would encourage interoperability.



@ Solution to Interoperability Issues

Strategy and Synergy for Security

= List out most suitable standards and protocols for designing ECC-based PKI
to avoid implementation issues keeping cryptographic security and patent
issues in mind.

= Example:

IEEE P1363 standard is defined for Public Key Cryptography but it doesn’t
mandate minimum security requirements which is our one of the major
concern. This standard also gives plenty of options that definitely leads to
interoperability problems.



@ Solution to Interoperability Issues

Strategy and Synergy for Security

= Interoperability between CA and CSR:

Same point compression technique must be used by the public key residing in
the certificates or certificate signing request (CSR).

= No point compression is a better option to achieve interoperability.



@ Implementaion Issues due to Patents
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Most of the patents are owned by Certicom in ECC. Certicom holds around
130 patents in ECC.

It leads to high cost in PKI design.
Point Compression on an elliptic curve is under U.S. patent 6,141,420
therefore, point compression is not suggested in PKI implementation to avoid

huge license cost.

Essentially we need well-established royalty-free standards and protocols that
can ensure security at one hand and legal clarity at the other side.



@ Solution to Security Issues
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= Cryptographic security must be ensured in a PKI. We need to consider those
elliptic curves whose discrete logarithm problem is very tough and can not be
feasible to solve in a reasonable amount of time.

» For achieving such goal FIPS guidelines are suggested for selection of
cryptographically suitable elliptic curves.

= Other cryptographic aspects of PKI should must be ensured as well.



o
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Part IV
RFCs and Standards on ECC based PKI



Caff RFCs in PKI
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= RFCs for PKI : Total 63 RFCs (may be more) that the IETF's PKIX
Working Group has published to date :

2459, 2510, 2511, 2527, 2528, 2559, 2560, 2585, 2587, 2797,

2822, 2875, 3029, 3039, 3161, 3279, 3280, 3281, 3379, 3628,

3647, 3709, 3739, 3770, 3779, 3820, 3874, 4043, 4055, 4059,

4158, 4210, 4211, 4325, 4334, 4386, 4387, 4476, 4491, 4630,

4683, 4985, 5019, 5055, 5272, 5273, 5274, 5280, 5480, 5636,

5697, 5755, 5756, 5758, 5816, 5877, 5912, 5913, 5914, 5934,
6024, 6025, 6170



@ Standards in PKI
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= The purpose of well-established standards consists of two things: first, to
facilitate well-proven and well-specified techniques and second, to promote
interoperability among various systems and system components.

= Careful selection of stable standards would encourage interoperability. For
example, the standard given by RSA Laboratory for Elliptic Curve
Cryptography is PKCS#13 which is not stable as yet. Therefore we would
prefer minimal usage of this standard.

= Another IEEE P1363 standard is defined for Public Key Cryptography but it
doesn’t mandate minimum security requirements which is our one of the major
concern. This standard also gives plenty of options that definitely leads to
interoperability problems.
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Standard Body and
Working Group

Standards in PKI

Standard

Abbreviated Title

ANSI

ANSI X9.62

ECDSA

ANSI X9.63

Key Agreement and Key Transport. Covers
ECDH, ECMQYV and ECIES

P1363

In particular, it covers ECDSA, ECDH, ECIES
and ECMQV

ISO/IEC 15946-1

Techniques based on elliptic curves — Part 1 :
General

ISO/IEC 15946-2

Part 2 — Digital Signatures

ISO/IEC 15946-3

Part 3 — Key Establishment

ISO/IEC 15946-4 (draft)

Part 4 — Digital Signature giving Message
Recovery

ISO/IEC 18033-2 (draft)

Encryption Algorithm — Part 2 : Asymmetric
Ciphers




Standards in PKI
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Standard Body and Standard Abbreviated Title
Working Group
NIST FIPS 186-2 DSA, ECDSA

FIPS 186-3 Allows generation of alternative curves
using methods specified in ANSI X9.62

SEC1 ECDSA, ECDH, ECIES and ECMQV

SEC2 Elliptic Curves listed
NESSIE _ ECDSA, PSEC-KEM, ACE-KEM

ECDSA ECDH, ECIES and PSEC-KEM

RSA LAB PKCS#13 Public Key Cryptography

For a fully interoperable ECC based PKI implementation, we need to
limit down the options of standards and protocols listed in the above
tables.
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Part V
Case Study : Implementation of Customized ECC based PKI



@ Implementation of Customized ECC
based PKI

Strategy and Synergy for Security

Research on computation of cryptographically suitable elliptic curves is
desirable for their use in the implementation of a PKI.

The curve parameters are supposed to be well validated and tested against
modern attacks. Security of a PKI highly relies upon the security of ECDLP
offered by the chosen curve parameters.

Huge mismatch of Standards is expected leading to interoperability and
compatibility issues.

All the applications taking part in the communication needs to be loaded with
the same customized curves replacing standard curve parameters which is a
very intricate task.

Almost no supporting hardware is available commercially.

Ultra sensitive applications needs requires proprietary curve parameters for
implementation purposes.



Strategy and Synergy for Security

Part VI
Concluding Remarks



Remarks

Strategy and Synergy for Security

PKI is a complex subject and still evolving in terms of its utilization in the
commercial and e-commerce sectors.

Although the underlying technology is quite sound, issues exist in areas such
as interoperability and performance.

A PKI hugely rely on individual policies of usage. To set up a PKI, a careful
planning is critical.

First pilot PKI implemetation is suggested to gain an understanding of the
issues and the operational, security, and practical aspects particular to
organizational environment.

Its pilot implementation will enable people with a clear understanding of
focused goals and objectives. More comprehensive implementation and field
depoyment of PKI would be easier and comfortable afterwards.
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Thank You!
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