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Background of APKIC (1)

O Asia PKI Forum was founded in 2001, and
transform to Asia PKI Consortium in 2007,
with leading organizations from Asia area
supported by government and industrial sectors

[0 Objectives:

ClIA B Promote the applications of PKI in e-
CTPKI commerce, e-government, e-financial, etc.

D Korea ntemet B Advance the interoperability among PKiIs in
KISA ™ Security Agency . . . .
countries in the Asia region

B Collaboration with global community to
deliver a comprehensive framework of e-
authentication
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Background of APKIC (2)

Policy and Technology

Asia PKI Interoperability
Guideline

CA Responsibilities and
Liability

Legal Issues on New Security
Technologies

Mutual Recognition of National
PKIs (Greater China, ASEAN)
Cross Border
Applications(Trade, Financial)

Promotion and Awareness

v Asia PKI Case Study

v Asia PKI Company List and
Total Solutions

Asia PKI Best Practice Award
Asia PKI Innovation Award
PKI Market Survey
International
Collaboration(PAA, AFACT,
APSCA, FIDO, etc.)
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It's all about...
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Authentication and Identification:
the key to Digital Economy
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Country/
Region

Korea

China
India
Talwan

Thailand

Hong
Kong

Macau

Japan

PKI: The infrastructure for digital
signature and electronic transactions

Digital Signature

Legislation
v’ (ESA, 1999)

v’ (ESL-16, 2005)

v/ (ITA-CCA, 2000)

v/ (ESA-10~11, 2002)

v’ (ETA-28, 2001)

v’ (ETO, 2000)

v/ (EDSL, 2005)

v/ (ESaCBA, 2000)

Financial
Transaction**

National/
Regional PKI

v/ (NPKI, GPKI) O (mandatory ~ '14)

v’ (bank-high-risk)
~17

(some regions)

v (cch) v (bank-high-risk)
v’ GPKI, FPKl) v (bank-high-risk)

(stock-trading)
v (NRCA) @)

v’ (HKPost) O

v (eSignTrust) O

v’ (IPKI) O

** /. Mandatory, O: Optional with some use cases

Others**

eID (Optional without PKI)
e-Government,
e-Commerce

eID (Optional, with PKI),
e-Government,
e-Commerce, etc.

elD (Mandatory, signed by
PKI), e-Government,
e-Commerce, etc.

elD (Optional, with PKI),
e-Government,
e-Commerce, etc.

elD, e-Government,
e-Commerce

elD (Mandatory, with PKI
option), e-Government,
e-Commerce, etc.

eID (Mandatory, with PKI
option), e-Government,
e-Commerce, etc.

eID (Optional, with PKI
option), e-Government,
e-Commerce, etc.



Talwan’s Public Key Infrastructure

6+ millions 4.2+ millions

Government

Financial
Sector

PMA

Bankers

Association
GTestCA

2003/3 HCA

AN
2008/8 A
RDEC XCA ,@

220043 R MOEACA  DOH
2003/3 MOICA 2003/8 @
RDEC @ 2003/5
)
RDEC MOI MOEA

Government Applications Financial Applications

B2B Applications

B2C Applications

Enterprise Applications




Major Applications of Taiwan’s GPKI

E-Government Portal

http://www.gov.tw/ENGLISH/
a
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E-Official Document Interchange
http://www.rdec.gov.tw/mis/eg/edoc.htm

E-Procurement
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Foreign
. Government .

Korea’s Public Key Infrastructure

Mutual

Recognition

Ministry of/Science and
ICT

Ministry ofithe!Interior
and/Safety

NPKI

GPKI

National Root CA
(KISA)

Certification issuance /
Management

Government Root CA
(GCMA)

Certification issuance /
Management

issuance /
Management

Subscriber Subsﬁriber

Accredited
CA

Accredited
L N N ]
CA

issuance /
Management

E-Government
Service
Provider

E-Government
Service
Provider




<Internet banking> <smartphone banking> <E-civil petition service>

No. of transactions (daily average): 87,500thousand No. of transactions (daily average): 52,900 thousand No. of applications: 58,460 thousand
Amount (daily average): 42,400 billion Won Amount (daily average): 3,100 billion Won No of issues: 58,700 thousand
No. of readings: 7,780 thousand

3,545

3001 3,159 3387
2838 >
366 2654
Lasg 2192
1719 b
1437
1,100
949
782
493 I I

2002 2003 2004 2005 2006 2007 2008 2009 2010 2011 2012 2013 2014 2015 2016
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Accredited Certificate Subscriber (Unit : 10 thousand)




Thailand’s Public Key Infrastructure

Operated by
ETI]H Foreign Missions

CAs
W

Subordinate Subordinate Subordinate ‘ 2015

CA CA CA :
Extend link to other
o 20 14 regions

Link with Foreign

201 3 CAs in ASEAN

3 3 s s System Setup PKI Application
Sub-CA Issuance Promotion &

Compliance with ~ ™@nine
Intl. Standards




PKI applications in ASEAN

PKI Survey in ASEAN @

L PKl-enabled Applications J

PKI-enabled Applications

Other

e-mail security
e-Insurance
e-Procurement

online security trading
e-Billing

e-Payment

Mational Id

e-Service for business
e-voting

e-Passport
e-Customs

e-Tax Payment
e-Invoice

Number of

Countries

13




The world I1s changing...

[ Mobile | [ Biometrics | PKI | .« eID Card (with PKI)
B . v'Estonia, Italy, German,
! f})) Span, Finland, Belgium

¢ BankID (with PKI)

N |
NIST | RSN v Norway, Sweden,
National Institute of Den mark(Nem I D Wlth

Standards and Technelogy 2nd to ke n)

Technology Administration

° » Netherland DigiD with PKI

N ®

-

[ ]
r o " eID.AS.

OpenlD
alliance ™ G

simpler stronger \“‘

authentication

eb facebook

Bankof America
Google =

Q GitHub 3 BILLION décomo




Current Development in Asia

*Nation elD
by MPS with PKI NID card & i-PIN o Nati
omain/Regional PKI «National PKI(KIS’A) klﬂatﬁgr?]lbe;?card with JPK]
CFCA, BICA, ... Biometric authentications ., pyi
«FIDO in Chinese - NPKI and K-FIDO Guideline
ECWG for Financial, Commerce, ...
«G-FIDO for Government

*National eID(UIDAI) Korea (1)
Centralized biometrics
AADHAAR(Fingerprint, IRIS) Macao (4)
« National PKI(CCA) India (5) *Hongkong Post, Macau Post
- Financial, Governmen \ - elD with PKI (and FIDO)
Procurement, ...
«FIDO and/or PKI @

. ﬁIDO in Telecom and others

Hong Kong

Thailand (3) ‘ ° Financial Sector
-National PKI(ETDA) Biometric authentications

) _ TWID (Financial Identification with
Conmect/iDo Singapore JRN [
Connect/FIDO Singapore _ __PKland FIDO)

.eID (not active yet)  -elD rgPass) Jé%ﬂiﬁ?ﬁiﬂiﬁfﬂ%ﬁﬂzen -

e Telecom (Mobile Connect)

- elD with PKI and fingerprint




FIDO meets PKI

T Attestation

Key pairs .
yp Service

Authentlcator Authentication Server Relying Party

D
-
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Token < : -
f / Relylng Party
Key pairs Reglstratlon‘Certlflcate Validation
AUthOrity :? Authorlty e Authonty




Case Study (1)

OO0 K-FIDO (FIDO + NPKI certificate) by KISA

USER DEVICE RELYING PARTY

Normal World
BROWSER / APP WEB SERVER

Secure World I I I

FIDO CLIENT FIDO SERVER
CMP PKI SERVER

I —>  PKILIBRARY (RFC 4210,4211) (RA, CA) o= s
-—

! i I |

FIDO PKI
AUTHENTICATORS « SECURE STORAGE EXTERNAL PKI FIDO METADATA

SERVICE SERVICE

QQ,. Q%_ QQ,. 5 (CA, OCSP, CRL)

CERTIFICATION
Select Salt, Count, dkLen Select 5, C, dkLen A UTH D R ITY

DK = KDF(ET, §, C, dkLen) | DK = KDF{BT, §, C, dkLen) |

DK DK

M
(Private key) . Encryption algorithm I

c "
£ 508 (Private key)

<Encruption> <Decruption>




Case Study (2)

Iwan Identification Center (FIDO + PKI) by TWCA

}g Client Relying Party

Browser/App Web Server

Secure Server

FIDO Client

Application Server
PKI Library

validation TWI® |
Service

Certificate
FIDO .
Authenticators ' Authority




Case Study (3)

ailland Banking Service with PKI and FIDO

Biometric

O B

|

l@.

|

Customer

FIDO CLIENT

Mobile APP

-

[] cerTIFICATES
@  PRIVATE KEY

ﬁ

Registration Authority
Reglstratlon service (BANK)

FIDDI RP SERVER

. ruslickey,
=N
111

Certification Authority
Issues and manages end
user certificates

Banking Services

Money Transfer, Payment,
Loan etc.




Case Study (4)

cao eSignTrust eSignCloud with FIDO

User Registration

Pay User
[y, oy B (1) Authentication
Signer <

— (2) Signature
: =5

B Signature Creation Signing Tge!
User device ieat]
_ caerdewiee Application (SCA)  (certificate bpsed)

E FIDO Cliant &
ﬂ Authenticator

@ il ey . (Signer Nu1.ii|:a Lion, Secand
finprrprim Slgning Autharisation

Gov. Services
Atcess ACcounts |

{1dentity
‘\ Provider) [—Jure
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Serverhy
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Comactis cilp tand, e,
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mu WS
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eSignTrust Certification eggnTrust
Authority Registration
r / Authority
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- Signer's Signature
lore Activation Data db
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[Certifiate  Registration
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Case Study (5)

dia Aadhaar, PKI, and FIDO

f{_ Mational |ID [Aadhaar) Public Key Infrastructure [PKIL)

* e time Enrolment + Public Key Cryptography with
verification. No sepamate one time ‘Class 1 or higher'
systerms or ver fication certification under National
mechanisms reguired FKI

* Canenroll along with ldentity + Validity under sovernments
J Address information from India PKI Certificate Policy.

Mational D + * Legal validity for each

+ Anthentic and instantaneous ‘Tramsaction confirmation’.
process. Valid imcourt of 2w with non-
repudiation hinding.
/\ * Central authentication
platform with acwantages of
"@ expiry, centralized revocation,
etc
AADHAAR 1.10 Bn 9 CAs |15 Mn Certs
PKl based authentiation mandaory for banking & implemented by
mostof the banks
All banks pmvide natonal |0 based authenticaion ©r customer
enmiment

Larmge adoption of PKlI & MNational I in other sedors induding
Government, Insurance, Capital Markets, etc

* Simiple transaction
confirmations

+ Blend with PEI + National 1D
for enrolment and
authentication mechanisms.

* Strong authentication
between client and server,
without external dependency
during transactions [repetitive
in nature). Need not depend
on Mational D authentication
or lectronic signature each
time.

* Byrellent user experience.

Indrz PK{ Forum

@‘) emudhra




Basic ldeas

EFIDO and PKIl are complement to each other

B With a “Federation”-like approach to provide comprehensive
mechanism to leverage the strength of FIDO and PKI

B Enhance the overall experience and performance for
authentication and digital signature

Relaying Parties Federation Services

Relaying Party

RF Service

[

Authentication Service

PKI Flow

—_—

FIDO Flow

(O

A
I
1
1
1
1
1

|

1

1

1

1

1
Server

On-premises FIDO n
Server (Optienal) 1 entralized FIDO




Recommendations for PKI+FIDO

Three classes to integrate FIDO and PKI
B Class 1: Shared authenticator/token

B Class 2: Synchronized key pairs
]

Class 1 and 2 could be implemented by extension
of FIDO specifications

Class 3 may conflict with FIDO Security Guideline
and UAF specification
B Not recommended in current deployment




Way forward

B Collaboration between Digital Society!

O PKI implementation in Web Browsers
B Web Cryptography API
B Local Server
B PKI with FIDO W3C Web Authentication(TBD)

[0 PKI vs Blockchain

B Make it clear the relations between PKI and
Blockchain

O PKlvs loT

B Explore the opportunity of PKI in 10T applications
and how PKI can be deployed in loT
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