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Introduction

• Modern Cryptography vs Nano Cryptography

• Biological features which are unique in nature
forms a biological fingerprint.

• DNA of an individual is unique and it 's hard to
duplicate.

• A digital document must be traceable to an
individual.
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Background

• DNA
• STR
• DNA Bases
• DNA Profiling.
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Fig.1: Helical structure of DNA [1]
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Fig.2: The chemical structure of DNA bases[2]
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• A.K. Jain et al.[3] describes biometrics as a tool for
information security.

• J. Kar and B. Majhi [4] is based on ECDLP using
biometric features. The method uses biological
features to generate keys.

• Padgett et al.[5] proposed a method for using
biological information for digital signature, but the
PKI ensures the validity of unique biological
information of the registrant.

Related Work
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Related Work
• YUKIO et al. [6] proposed a DNA ID for uniquely
identifying DNA based on the individual difference
in repeat count of Short Tandem Repeats

• Biometrics generated pattern is used to generate a
prime number for RSA key generation by R. Nagpal
and S. Nagpal [7] to generate a biometric based
digital signature by converting the biometric pattern
of iris to the prime number.

• DNA Profiling[8].
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Research Gap Analysis

• Unique biological features has applications in
personal authentication.

• DNA make it acceptable for personal identification
compared to other biometric features.

• Non-Repudiation and signature schemes based on
biological feature need more attention.
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Proposed Methodology

Phase 1: Generating the Signature DNA and DNA-
Hash

Phase 2: Generating the Bio-Sign

Phase 3: Verification of the e-Document and Bio-Sign

Phase4: Providing Non-Repudiation using Positive
Identification
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Proposed Methodology
Notations used Description

Ds Signature DNA

D(Ds) Digital representation of Signature DNA

BH Bio-Hash

Ri Random Number

Hi Hash of the e -Document

Table 1: Notations used in the Proposed Methodology
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Algorithm1:Generating Signature
DNA and DNA-Hash
Step1.Collecting the Sample DNA of the registrant
from raw biological Data à DNA Extraction.

Step2. Selecting DNA of the registrant àDNA
Isolation

Step3.Identifying the unique sequences in the
genome, characteristic features for personal
identification.

Step4:Selecting two or more unique sequences (S1,
S2 Sn) to generate the Signature DNA (Ds)
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It will be unique in every aspect. This process can be
done based on Short Tandem Repeats or RFLP -
PCR analysis in similar manner for DNA
fingerprint.

Step5: Generating Signature DNA by hybridization of
the unique fragments.

Ds = (S1 || S2 || S3 …… || Sn) à Signature
DNA

Step6:Converting the Signature DNA to digital form,
D =∑ (A, G, C, T), which are the bases.
Digital form of DNA àD(Ds).
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PERSONAL IDENTIFICATION ALGORITHM/GENERATING BIOHASH

GENERATING 
SIGNATURE DNA

DNA 
SEQUENCING 

PREPROCESSING

SELECTING 
UNIQUE DNA 
FRAGMENTS

SIGNATURE DNA

HASH(SIGNATURE 
DNA)

IDENTIFYING 
UNIQUE 

DNA(STR)

DNA HASH/BIO-HASH

SAMPLE 
COLLECTION

Fig.3: Process flow of Generating Bio-Hash Algorithm
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VERIFIES UID AND 
PWD

USER RAISE 
REQUEST TO E-SIGN

SENDS OTP (Ri )TO 
THE REGSITERED 
MOBILE NUMBER

USER ENTERS (Ri )

USER COMPUTES Hi

USER ENTERS UID 
AND PWD

VALIDATES (Ri ) TO 
ACCESS BIO-HASH 

(BH)

(BH)

(Ri)

(Ri)

H (BH ⊕ Hi ⊕ Ri) à Bio-
Sign (BS)

REQUEST TO CONVERT 
(BS) TO QR CODE

QR CODE [ 
((BS),(LINK TO E-
SIGNSERVICES))] 

WITH UIDQR 
CODE

ATTACHES QR CODE ON 
E-DOCUMENT

NETWORK

REGISTERED 
USER /SIGNER E-SIGN SERVICE 

PROVIDER

GENERATING BIO-SIGN

Algorithm2:Generating  Bio–Sign

Fig.4: Process flow of Generating Bio-Sign for the e-Document
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LINK OF TP

VERIFIES THE e-
DOC WITH QR 
CODE AND UID

GETS BIO-SIGN WITH 
LINK TO TP 

SCANS THE QR CODE 
FROM e-DOCUMENT

RETREIVES  THE 
DETAILS OF UID 

COMPUTES H (BH ⊕ 
Hi ’ ⊕ Ri) à  (BS’) AND 
COMPARES BS==BS’

e-DOC VERIFIED AND 
SIGNATURE IS VALID

BENEFICIARY
E-SIGN SERVICE 

PROVIDER

VERIFICATION  OF BIO-SIGN AND e-DOCUMENT

  BS==BS’, 

 IF BS !=BS’,

UPLO
ADS 
THE 

e-DOC

 e-DOC VERIFICATION 
FAILED 

Verification of Bio–Sign and e–
Document

Fig.5:  Process flow diagram of verification of Bio-Sign and the e-Document
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Step1:If registrant repudiate sending the signed e-
Document, positive identification of the

registrant can be done using his Bio – Hash.
Step2:The DNA of the registrant will be collected
and based on the DNA extraction protocol and STR
the Signature DNA will be generated and computes
Bio – Hash.
Step3:Comparing original Bio-Hash (BH) with Bio-
Hash (BH’) stored with the trusted third party
proves the matching probability of DNA based
Bio – Hash.

Providing Non – Repudiation using 
Positive Identification
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Proof of Concept
• The QR code with Sample Bio – Sign and link to
the service provider.

Fig.6: QR code with Bio-Sign and a link to the e-Sign service provider.
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Security Analysis
Authentication
• User Authentication
• e – Document Authentication

Non – Repudiation

Data Integrity



www.pkiindia.in

PKIA-2017

H (BH ⊕ Hi ⊕ Ri) àBio – Sign (BS) à (1)

During the verification process equation (2) ensures
the integrity of the document and signature,

H (BH ⊕ Hi
’⊕ Ri) = =H (BH ⊕ Hi ⊕ Ri),

BS==BS’à(2)
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Formal Analysis using Scyther

Fig.7:  Formal Analysis of the proposed protocol using Scyther
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Conclusion

• A methodology is proposed to create a DNA based
Bio- Signature for e – Document which ensures
Authentication, Integrity and Non – Repudiation.

• The proposed technique also has a verification
method for the verifier with zero knowledge about
Bio – Hash which also ensures the privacy of the
signer.

• Formal analysis of the protocol is performed using
Scyther and security claims are validated.
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