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Let's look 1
at the situation
:
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You bought 10k USDT
through a crypto exchanger
ct a favorable rate



When trying to exchange
crypto on the exchange,
. your funds are... =

. \\

\ \»

\




*’ ~ ICHANGES LOOK

" not only at you, but also at

b, THE HISTORY

oy ¥ of the formation of your

P . funds and the funds
B ., of your counterpcarties



To get blocked,

YOU DON'T D -
NECESSARILY
"HAVETODO |

SOMETHING ..
BAD... \
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—you just have to be careless
cand not understand the history
of the origin of the funds!



The Sccale of Crypto
Crimein 2023

$24.2 billion came through
criminals' blockchain addresses, .
which is 0.34% of the total e v

transaction volume A )
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1 just wrote do
Make sure no one excepty
Just make sure tc




PHISHING WEBSITE:

LIKE STEALING CANDY FROM A CHILD
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Of course
it will go #tothemoon, idiot.
| draw the graphics for you
in Paint myself...

Willitgo "

#TOTHEMQON?
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LET'S MEET THE CHARACTERS




THE VICTIM
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@a Inexperience
" : Greed
lgnorance
! Lack of critical thinking

Lack of technical literacy

Impulsiveness




THE ATTACK

-
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= s+ Technical savvy in
ﬁ;ﬁ@ anonymization tools: VPN,
" «¥ ¥ virtual machines, fake
" numbers, IP telephony,
drops

K

Cynical and unscrupulous
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hangers, ATM,
P2P exchange)

Laundered (via transit
addresses, mixers,
anonymous tokens,
collateral smdﬁt contracts)
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/ They don'tlike such cases,

y

() But without them, in many countries it is impossible
0 obtain data from exchanges and crypto exchangers

because the statistics of
\:l.etection re poor «

They become more literate
in matters of modern
technologies, including
cryptocurrencies and
blockchain

T*re are still not enough
specidlists

-

72



level sufficient
liability #

}‘ They do not

“ | enforcemen
blockchain i
and lawyers
data does not k
but only burdens

(1) You have to find a common language with exchanges, the system
since exchanges are often the link to the fiat world .
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WHERE DOES

A CRYPTO INCIDENT
INVESTIGATION BEGIN?




DETAILED
INTERVIEWING

Allows you to verify facts, structure
the client's thoughts, and find out
significant detadils



OSINT:
ANALYSIS OF DIGITAL TRACES OF INTRUDERS

Allows you to identify potential
attackers and provide digital clues
for law enforcement



BLOCKCHAIN ANALYSIS
OF THE MOVEMENT OF STOLEN FUNDS

Allows you to understand where
the stolen crypto went



HOW ORDINARY USERS SEE BLOCIKCHAIN:

through blockchcain explorer through Bholder

¥ Tabular, non-visual form & Visual graph of connections

¥ Faceless addresses & Known names and address types

¥ Excessive transaction detail & Sun of all transactions between
counterparties



RECOMMENDATIONS
FOR FURTHER ACTIONS

Allows actions to be broken down into
a simple and understandable plan
for law enforcement agencies
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Very interesting, just tefllrhe details where
to deposit the money




FRAUDULENT CASE

P2P CRYPTO EXCHANGE VIA TELEGRAM

The fraudster poses as the guarantor , Y
of the transaction and the buyer | -
of the cryptocurrency, receives funds i
from the victim

SELLER

30,000 USDT |} (/)

A\ :
@----{ $30,000 |\

)

Sum of loss: $30,000 Token: usbT/EVER




FRAUDSTER e










ANALYZING DIGITAL FOOTPRINTS
AND TRANSACTIONS VIA Bholder

You can send money through SBP (transfer without commission in Sberbank)

Currency of the received transfer:

Rubles (RUB)Recipient: DE/m  »mwmms
Account number: 408}y = . |
Payee's bank: PAOSBE B =

BIK:044! m m

Corr. account: 3010"= =

TIN: 7707 mem—

Gearbox: 773™

SWIFT code: SABE & =




OUR SOLUTIONS

Graph of connections Btrace. Address checking
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Viadimir Lazarev
llya Boytsov

BLOGKCHAIN
(i) TRANSHARENTS

AGAIN IN PARTNERSHIP

[ X Lvv@amlicrypto.io ]

-4 Telegram @AMLcrypto

[ amlcrypto.io]




