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Introduction
ä Cryptography

ä Indispensable tool to prevent unauthorized access to data
ä Essential part of human life for protecting sensitive data

ä Types of Cryptosystems
ä Private-Key Cryptography (Symmetric Key Cryptography)
ä Public-Key Cryptography (Asymmetric key Cryptography)

ä Public-Key Cryptography (PKC)
ä Authentication, confidentiality, data integrity & non-repudiation
ä Effective solution to the key operations
ä Minimizing the secure channel to exchange key information

ä Most popular PKC
ä Diffie-Hellman Key Exchange Algorithm
ä RSA Public-key cryptography
ä ElGamal Public-key Cryptography
ä Rabin Public-key Cryptography
ä Elliptic Curve Cryptography

3rd September 2025 PKIA 2025 3 / 50



Outline of Presentation
Introduction

Energy Efficient ME Techniques
CCT

Public-Key Cryptography
ä Diffie-Hellman Key Exchange Algorithm

ä Key generation at User A : K = (YB)XA mod q
ä Key generation at User B : K = (YA)XB mod q

ä Rivest Shamir Adleman (RSA)
ä Encryption : C = ME mod N
ä Decryption : M = CDmod N

ä ElGamal Public-key Cryptography
ä Public-Key : {p, α, αamod p}
ä Encryption : C=(γ, δ), γ = αk mod p, δ = m.(αa)k mod p
ä Decryption : γp−1−amod p

ä Rabin Public-key Cryptography
ä Encryption : C = M2mod N
ä Decryption : M =

√
Cmod N
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Public-Key Cryptography ... Contd.

ä Modular Exponentiation is the crucial Operation for every PKC

ä Modular Exponentiation is composed of repeated modular multiplica-
tions

ä Hence, the performance of PKC ⇐ efficiency of ME and MM

ä Modular multiplication is the time consuming process

ä Montgomery multiplication method avoids trial divisions

ä It substitutes the trial divisions with shift operations
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Multi-Core Architectures
ä Performance of a system

ä Power consumption
ä Heat dissipation
ä Clock rate
ä The number of active cores

ä Uni-core system
ä One Encryption/Decryption at a time
ä Performance Uni-core

ä Multi-core system
ä Organized with two or more independent cores
ä Identical core (Homogeneous system)
ä Dissimilar cores (heterogeneous system)
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Multi-Core Architectures ... Contd.

ä Multi-core system ... Contd.
ä The performance can described by Amdhals law

ä Runs at low frequency but with better performance

ä Work Scheduled on different cores

ä Multiple requests received for Encryption/Decryption

ä Throughput ∝ Number of active cores

ä Scheduler
ä Designing of a scheduler in the multi-core environment is a challenging

task

ä Hardware scheduler is better than software scheduler
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The major phases in PKC include ME as a key operation
ä The time taken to evaluate ME is influenced by:

ä The no. of MMS
ä The time consumed by each operation

ä Minimizing the time taken to perform the above key operations will
give a great impact

Optimization the key arithmetic operations in terms of energy and
throughput

Exploiting multi-core potential to cryptographic transformations is a real
issue to be addressed
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Modular Exponentiation

ä The Central Tool of PKC
ä It is composed of repetition of sequence of modular multiplications

ä Methods for ME
ä Right-to-left binary modular exponentiation

ä Exponent scanned from LSB to MSB
ä Left-to-right binary modular exponentiation (SM)

ä Exponent scanned from MSB to LSB
ä Left-to-right k-ary modular exponentiation

ä Exponent scanned from LSB to MSB
ä Sliding-window exponentiation

ä Exponent scanned from LSB to MSB

ä The Most Used method
ä Left-to-Right binary exponential method
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Montgomery Multiplication

ä Modular Multiplication
ä It involves trial divisions

ä Which are considerably time consuming operations

ä Direct Hardware implementation of MM is not possible

ä The traditional way is sequence of subtractions

ä Hardware Implementations
ä Crypto Techniques can be implemented in H/w & S/w

ä Very hard to implement in hardware because of MMs

ä Hardware will be the ultimate choice

ä Montgomery Method
ä Trial divisions are replaced by add/sub & shift operations

ä The basic Idea is like Logarithm in Maths
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Montgomery Multiplication ... Contd.
ä Conventional method of �nding multiplication/division

ä Montgomery method of �nding modular multiplication
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ä Montgomery Value
ä For an integerA, the Montgomery value ofA is A1 = AR� 1mod N,

whereR = 2nmod N

ä The Montgomery value of two integersA; B is A:B:R� 1mod N, where
R = 2nmod N

ä Montgomery method to calculate MM value of two integers :
ä Algorithm Montgomery(P,Q,N)

1: P = A:B;
2: Q = P:N1mod R
3: Z = ( P + Q:N)=R
4: if (Z � N) then
5: Z = Z � N;
6: end if
7: Return Z
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Table: Existing hardware designs for modular multiplications

Sl.No. Authors and Year Work

1 Shiann-Rong Kuang et
al.[1], 2013

This architecture is capable of by passing the super�uous
carry-save addition and register write operations

2 Shiann-Rong Kuang et
al.[2], 2014

A simple and high-performance Montgomery multiplier,
where multiplier uses only one level carry-save adder

3 Miyamoto, Atsushi and
Homma et al.[3], 2011

A systematic design of RSA processor with the help of high-
radix Montgomery multipliers

4 Huang, Miaoqing et
al.[4], 2011

an optimized hardware design for MWR2MM and MWR4MM
algorithms to minimize the # CC for computing n-bit MM

5 Sutter, Gustavo D et
al.[5], 2011

Framed an architecture by using digital serial method and
used carry-skip addition to convert the intermediate product

6 Yao, Gavin Xiaoxu et
al.[6], 2014

Presented RNS parameter selection process for computa-
tional e�ciency

7 Batina, Lejla et al.[7],
2001

A detailed survey of HA of diferent MM

8 Shieh, Ming-Der et
al.[8], 2008

Have avoided the data dependency in multiplication process
for conventional Montgomery Multiplication algorithm

9 Shieh, Ming-Der et
al.[9], 2009

Introduced a new modular exponentiation hardware design
with uni�ed multiplication

10 Montgomery, Peter L
[10], 1985

Introduced new technique to avoid trial divisions.

11 Montgomery, Peter
L[11], 1994

A survey of modern integer factorization algorithms

12 McIvor, Ciaran [12],
2004

Introduced two new versions of Montgomery multiplication
algorithms for evaluating RSA exponentiation using 4 to 2
CSA instead of 5 to 2 CSA
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Sl.No. Authors and Year Work

13 N. Nedjah et al.[17],
2013

A massively parallel scheme aiming at performing all IMMs
concurrently

14 Néto, João Carlos et
al.[18], 2014

A way to speed up the Montgomery Multiplication by dis-
tributing the multiplier operand bits into partitions

15 Xiaofeng Chen et al.[19],
2014

a new secure outsourcing algorithm for (V-E, V-B) exponen-
tiation modulo a prime in the two untrusted program model

16 Dimitrios Schinianakis et
al.[20], 2014

A design methodology for incorporating RNS and Polyno-
mial RNS in GF Montgomery modular multiplication in or
respectively, as well as a VLSI architecture of a dual-�eld
residue arithmetic Montgomery multiplier

17 Abdalhossein Rezai et
al.[21], 2015

A new and e�cient Montgomery modular multiplication ar-
chitecture based on a new digit serial computation (Multibit-
Scan�Multibit-Shift Technique).

18 Masahiro Kaminaga et
al.[22], 2015

A new fault attack, double counting attack (DCA), on the
precomputation of 2t -ary ME for a classical RSA digital sig-
nature is proposed

19 Xinming Huang et
al.[23], 2015

a novel and e�cient design for RSA cryptosystem with a
very large key size. A new modular multiplier architecture
is proposed by combining the fast Fourier transform-based
Strassen multiplication algorithm and Montgomery reduc-
tion,which is di�erent from the interleaved version of Mont-
gomery multiplications used in traditional RSA designs.

20 Hari Krishna Garg et
al.[24], 2016

A new computational techniques for RNSs-based Barrett al-
gorithm

21 Mehdi Tibouchi et
al.[25], 2016

Improves upon Farashahi et al.0s [26] character sum estim-
ates for point arithmetic

22 Joppe W. Bos [27], 2015 Analysis of point arithmetic for PKC such as ECC.

[28, 29, 30]
3rd September 2025 PKIA 2025 14 / 50



Outline of Presentation
Introduction

Energy E�cient ME Techniques
CCT

Energy E�cient Modular
Exponential Algorithms based on

Bit Forwarding Techniques

Algorithms for improving the e�ciency of PKC
ä Bit Forwarding 1-bit Algorithm (BFW1)

ä Bit Forwarding 2-bits Algorithm (BFW2)

ä Bit Forwarding 3-bits Algorithm (BFW3)

ä Adoptable Montgomery Method (AMM)

ä Methods to evaluate Amod N and (A:B)mod N
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Bit Forwarding Techniques

Bit Forwarding Techniques

ä Scan the digits of Exponent from left-to-right

ä For every bit of Exponent, square the result

ä If there arec consecutive ones in the exponent, forwardc � 1 number of bits

ä Then multiply the result withM2c � 1 = M 2c � 1 mod N

ä Pre-compute the values ofM2c � 1 for c = 1; 2; 3; :::

Adoptable Montgomery Multiplication

ä For computing MM involved in ME, Montgomery method is tuned according
to the needs of BFTs, and named as AMM

ä It is adaptable in the sense, that it can be used for any bit forwarding k-bit
algorithm

ä It can also used to computeMZ mod N for all +ve integersZ � E
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Theorem

Theorem (Multiplication property of modular arithmetic)

(�:� ) mod 
 = ( � mod 
 . � mod 
 ) mod 
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Algorithm AMM(A, B, N)
Require: A; B; N
Ensure: R = A:B:2� n mod N

Phase-I : Pre-computation
1: C = A:B;
2: C1 = C[2n � 1; n];
3: C0 = C[n � 1; 0];
4: P = 0;

Phase-II : Evaluation of Montgomery Value
5: for i = 0 to n � 1 do
6: if ((P + 1)[0] 6= 0) then
7: P = ( P + N + C0[i ]) >> 1;
8: else
9: P = ( P + C0[i ]) >> 1;

10: end if
11: end for
12: R = P + C1;
13: return R;
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Mapping between general number system and Montgomery
Domain

Let 2n = R, then the basic idea here is :
Multiplication modulo N, A division by R and a reduction modulo R
R is an exact power of 2, so multiplications and divisions are replaced by
addition, subtractions and shift operations
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Architecture Diagram of AMM
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Modi�ed Square and Multiply Method

Algorithm MSM(M, E, N)

Require: M; E; N and PC(proposed constant)= 22nmod N
Ensure: R = ME mod N

1: M1 = AMM (M; PC; N); //Pre-Processing the message
2: R[k � 1] = M1;
3: for i = K � 2 Down to 0do
4: R[i ] = AMM (R[i + 1]; R[i + 1]; N);
5: if (ei 6= 0) then
6: R[i ] = AMM (R[i ]; M1; N);
7: end if
8: end for
9: R = AMM (R[0]; 1; N); //Post-Processing the message

10: return R
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Bit Forwarding 1-bit Algorithm
Algorithm BFW1(M, E, N)
Require: M; E; N and PC(proposed constant)=22nmod N
Ensure: R = ME mod N

1: M1 = AMM (M; PC; N); //Pre-Processing the message
2: M2 = AMM (M1; M1; N);
3: M3 = AMM (M2; M1; N);
4: R[k � 1] = M1;
5: for i = k � 2 Down to 0 do
6: R[i ] = AMM (R[i + 1]; R[i + 1]; N);
7: if ((ei 6= 0)&&( ei � 1 6= 0)) then
8: i = i � 1; //Forwarding 1-bit
9: R[i ] = AMM (R[i + 1]; R[i + 1]; N);

10: R[i ] = AMM (R[i ]; M3; N);
11: else if (ei 6= 0) then
12: R[i ] = AMM (R[i ]; M1; N);
13: end if
14: end for
15: R = AMM (R[0]; 1; N); //Post-Processing the message
16: return R
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Bit Forwarding 2-bits Algorithm

Algorithm BFW2(M, E, N)
M1 = AMM (M ; PC; N);
M2 = AMM (M1; M1; N);
M3 = AMM (M2; M1; N);
M6 = AMM (M3; M3; N);
M7 = AMM (M6; M1; N);
R[k � 1] = M1;
for i = k � 2 Down to 0 do

R[i ] = AMM (R[i + 1]; R[i + 1]; N);
if (( ei 6= 0)&&( ei � 1 6= 0)&&( ei � 2 6= 0)) then

i = i � 1; //Forwarding 1-bit
R[i ] = AMM (R[i + 1]; R[i + 1]; N);
i = i � 1; //Forwarding 1-bit
R[i ] = AMM (R[i + 1]; R[i + 1]; N);
R[i ] = AMM (R[i ]; M7; N);

else if (( ei 6= 0)&&( ei � 1 6= 0)) then
i = i � 1; //Forwarding 1-bit
R[i ] = AMM (R[i + 1]; R[i + 1]; N);
R[i ] = AMM (R[i ]; M3; N);

else if (ei 6= 0) then
R[i ] = AMM (R[i ]; M1; N);

end if
end for
R = AMM (R[0]; 1; N);
return R
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Bit Forwading 3-bits Algorithm
Algorithm BFW3(M, E, N)

M1 = AMM (M ; PC; N); M2 = AMM (M1; M1; N);
M3 = AMM (M2; M1; N); M6 = AMM (M3; M3; N);
M7 = AMM (M6; M1; N); M14 = AMM (M7; M7; N);
M15 = AMM (M14; M1; N); R[k � 1] = M1;
for i = k � 2 Down to 0 do

R[i ] = AMM (R[i + 1]; R[i + 1]; N);
if (( ei )&&( ei � 1)&&( ei � 2)&&( ei � 3)) then

i = i � 1; //Forwarding one bit//
R[i ] = AMM (R[i + 1]; R[i + 1]; N); i = i � 1; //Forwarding one bit//
R[i ] = AMM (R[i + 1]; R[i + 1]; N); i = i � 1; //Forwarding one bit//
R[i ] = AMM (R[i + 1]; R[i + 1]; N);
R[i ] = AMM (R[i ]; M15; N);

else if (( ei )&&( ei � 1)&&( ei � 2)) then
i = i � 1; // Forwarding one bit //
R[i ] = AMM (R[i + 1]; R[i + 1]; N); i = i � 1; //Forwarding one bit//
R[i ] = AMM (R[i + 1]; R[i + 1]; N);
R[i ] = AMM (R[i ]; M7; N);

else if (( ei 6= 0)&&( ei � 1 6= 0)) then
i = i � 1; // Forwarding one bit //
R[i ] = AMM (R[i + 1]; R[i + 1]; N);
R[i ] = AMM (R[i ]; M3; N);

else if (ei 6= 0) then
R[i ] = AMM (R[i ]; M1; N);

end if
end for
Res = AMM (R[0]; 1; N);
return Res
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