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Introduction

® PQC (Post Quantum Cryptography) algorithms are designed to be resistant
to attacks by quantum computers. Code-based Cryptography is one of the
main candidates in the field PQC. LEDAcrypt [3] has been selected NIST PQC
competetions at second round.

ISD (Information Set Decoding) is a cryptanalytic method used in Code-based

cryptography to attack, first introcued by Prange. After that Stern’s ISD

(IsD.,_ ) [11], FS’s ISD (ISD_.) [4], and MMT’s ISD (ISD,,,..) [6] draw a significant

attentions.

® LEDAcrypt [3] is a public-key cryptographic scheme. It has the components,
Key-Generation, Encryption, and Decryption.

® A Codeword Finding Problem (CFP) is defined as given a parity check matrix
‘H’, and codeword weight ‘w’, find ‘c’ such that Hc' =0 holds, where weight of
‘c’=w.
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Introduction (Contd..)

® A detailed comparative study of ISD_,__ and the recent two ISD algorithms
ISD_. and ISD_ ... concerning LEDAcrypt PQC (Post-Quantum Cryptography)

system.

® |In this regard, a detailed cost calculation for partial RREF (Row Reduced
Echelon Form), which is an important tool in ISD, is performed.

® The parameter table of LEDAcrypt (see table-1 of [3]) from the original
document has been modified, resulting in Table- [3]. This table includes the
optimal values for parameters p (partical error/codeword weight) and |
(number of zeros in the codeword/number of zero rows in the permuted
matrix) to obtain the minimum ISD costs of the given algorithms [11],[4],[61,
[5]. These optimizations are provided for different sets of n,k, and t' values,
corresponding to the original table-1 of [3]).
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Literature Review

® We have studied Key-Generation, Encryption, and Decryption algorithms of
LEDAcrypt.

® We have studied key recovery attack of LEDAcrypt by solving codeword
finding problem. This method [3] can be done by finding low weight
codewords in the QC-LDPC code.

® We have studied Prange's [8], Lee-Brickell’s [9], Leon’s [10], Stern’s [11],
FS’s [4], and MMT's [6] ISD algorithm.

® Qur previous paper [1l] gave an overiew of some ISD algorithms related to
attack of LEDAcrypt.
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Stern’s ISD

In this ISD___ algorithm [11],[5] meet-in-the-middle strategy is

used to find codeword vector. Here permuted parity check matrix
after rref computation has the form given as,

-

H = [I{'FI—FE:—'HL:] | }{-{-r;-,—.‘;:—f.rn.}}t:{ﬁ:—l—m} | Y{n—k—ﬂtjx{ﬁr—l—vn}] . (1)

Here randomly ‘I’ positions are choosen among (n-k) rows, let the
set of positions be Rw.

Do sum of the columns of A matrix and do the same for matrix B.
Store all possible A matrices then select pair (A, B) such that sum
of the columns of A and B are same at those positions in Rw.

Then check weight of the sum of the columns of A and B. If the
weight of sum is (w-p) we will get solution.
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FS’s ISD

In this ISD_. algorithm [4],[5] meet-in-the-middle strategy is
used to find codeword vector. This algorithm improves ISD_,__ by

introducing partial RREF computation instead of doing full RREF.

Here permuted parity check matrix after partial RREF
computation has the form given as,

,
v | T k—2y X ke By (k) 5
[]F:x:{.l:l—-.ﬁc—ll:- = (k1)

* Here partial RREF computation is used instead of doing full R
REF computaions.

* Here, ‘p/2’ indices are choosen among ‘(k+1)/2’ co-ordinates of
X’ submatrix in equation (2)
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MMT's ISD

In this ISD .. algorithm [6],[5] representation technique [12] is

used and solve subset sum problem to solve CFP. Here permuted
parity check matrix after RREF computation has the form given

a!l B .
i Il:_rr—F.'—n"] }{IH—I::-.'—I':"?"":-"'- +£)
H = |0, %(n—&k—1) }i;“{“,.__._,r] (3)
0
_‘]'J'-_.::-:[rj-—.ﬁ.'—l",l EI;_-;-:'L-E-'—l—!]

* Here partial RREF computation is used instead of doing full R

REFcomputaions.
« Improves ISD_. algorithm by using representation techniques

used in solving subset-sum problem.
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values of Parameters (‘p’ and ‘I’) obtained for
Stern, FS, and MMT’s ISD w.r.t LEDAcrypt parameters

n Kk t'=2v A(p, l), Stern’'sISD B(p, l), FS’s ISD C(p, I), MMT’s ISD
parameters parameters parameters

46742 23371 142 (6,51) (6,51) (15,75)
48201 32134 158 (6,51) (6,51) (35,79)
53588 40191 166 (6,52) (6,52) (51,81)
81574 40787 206 (6,54) (6,54) (19,105)
85233 56822 234 (6,55) (6,55) (51,109)
91604 68703 246 (6,55) (6,55) (75,137)
123434 61717 274 (6,56) (6,56) (27,135)
128031 85354 306 (6,57) (6,57) (63,165)
142028 106521 326 (6,58) (6,57) (99,195)
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