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Introduction

* In a PKI infrastructure, private keys grant ownership and control over digital assets;
compromising a private key can result in serious, potentially irreversible security breaches.

* Secure storage solutions like HSMs or encrypted vaults, combined with regular key rotation,
strong encryption, and stringent access controls, are essential to prevent unauthorized access

of private keys.

 The study investigates the security of PKI entities in extensive distributed environments, such

as blockchain.

e |t features a prototype that integrates an indigenous CA for Hyperledger Fabric (HLF) with

Hardware Security Modules (HSMs) — the standard for key protection in cryptography.
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Background -HLF

 Hyperledger Fabric (HLF) is widely used in private (permissioned)

to Practice
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blockchain frameworks for its flexibility and application in fields like
supply chain management, e-healthcare, and loT. In HLF, access to w

ledger services requires valid cryptographic credentials, with node

ardererdrgarizations  odacin 15

identities verified through digital signatures.

 The Identity and Access Management (IAM) system in HLF is handled

by the Fabric CA, which provide PKI based crypto credentials and key -

& Plctures

H Videas

pairs to nodes. ..

& Trash

+ (ther Locations

e As a part of national blockchain service Fabric CA in HLF has been
replaced with an external PKl-based CA. A secure key management

system for HLF using an indigenous CA is our point of study.
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Background -Wallets

* Crypto wallets are digital tools that allow us to

store the private key and do transactions. It is a
combination of public address and private key. d

* The wallets are categorized based on three main

criteria like connectivity, nature of physical

l
]
L
-

existence and control over wallets.
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Public-Key Cryptographic Standards (PKCS)

The PKCS11 also known as cryptographic token interface
standard (cryptoki) provides an APl for devices that hold
cryptographic information.

The PKCS11 standard is implemented in default inside HSM
by the vendors.

The default fabric-CA component in HLF comes with an
option to enable PKCS11 binaries by which the file system
storage can be changed to HSM.

In the proposed work, the HLF uses an external CA which has
its own implementation of ECDSA. Hence to enable PKCS11
interface in this CA, PKCS 11 libraries have been modified in

order to use the custom ECDSA implementation.
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Stepl:Initialize the crvptographic library

+C_Initialize(NULL_PTR);

%,
~

Step 2: Get the number of available slots

+CK_ULONG slotCount;
+C GetSlotList(CK_TRUE, NULL PTE, &slotCount);

h,
~

Step 3: Get the list of available slots

+CK_SLOT ID slots[slotCount];
+C_GetSlotList{CK_TRUE. slots, &slotCount);

ot

.,

Step 4: Log in to the tolken (user
authentication)

+C_Login({session, CKU_USER, usetPin userPinl ength);

4 R

)R

Step 5: Define the key generation
mechanism and template

-CK_MECHANISM mechanism = { CKM_CUSTOMEC_KEY GEN.

+CK_ATTRIBUTE keyTemplate[] = {

NULL_PTE, 0 };

{CEA CLASS, &class, sizeoficlass) },

{ CEA KEY TYPE. &LE‘:, Type, sizeof{keyType) L
{CEA W —"J_L'E LEM, &keyLength sireofikevLength) }.
{ CKA SIGN, &true, suenftm.le}}

{ CEA_ VERIFY, &true, sizeofftrue) }

] J

I\

*CK_OBIECT_HANDLE key: )
Step 6: Generate the key +C GenerateFlev(session, &mechanism, keyTemplate,
: sizeof{kevTemplate),
y sizeof{CE_ATTRIBUTE), &kev): g

.
-

Step 7: Define the signing mechanism

+CK_MECHANISM signMechanism = {

CKM_SHA256 CUSTOMEC PKCS., NULL PTR, 0 };

Rl

Step 8: Signdata

+C_Signlnit{session, &signhlechanism, pnvateEey);
+C_Sign{session, data, datal ength, sighature &signaturel enzth):

Rt

Step 9: Verify signature

+C_Venfylmit(session, &signhlechanism, publicKey);
+C_Verify(session, data, datal ength, signature, signaturel enzth):

Rt

Step 10: Log out from the token

+C_Logout{session);

T

Step 11: Close the session

*C CloseSession{session);
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HLF- Operations

* The two major operations of HLF that includes the private

key will be the enrollment process and the transaction | Ewaline
roposal and signing. N
A i | L) Generate Keys inside HSM
. :
The enrollment process needs the CA for generation of 1 e oy sored e S
) i ] . ) . 1.4) Public key refurned .
credentials like key pairs and certificates. The private key is 1 1.3) Pulic Key rewieved
£ Register
stored inside the HSM permanently while the public key is f,.‘.*.‘.’x -,
L 2) Certificate Signing Reqiest
retrieved and returned to the client. s T
* |n the same way as enrollment, client application generates 2.1) Request to sign
a transaction proposal, which includes details about the e 2.2) Sign certifcate wifh user
24) X.309 certificate refuned | 2.3) Refurn Cerfcate prive ey
o B '
transaction such as the chaincode(smart contract).The client
application signs the transaction proposal with its private
® f e

key.
Client API External C4 for HLF HSM
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Proof of Concept

* The default network configuration of HLF with two

organizations, one ordering service node, two peers per Orderer Service

organizations and one CA per organization is used.
The softHSM is integrated with external CA and is run as .#
separate docker container.

* The HLF will be loaded as another docker container.

A client who want to enroll may be attached to any one of

the organization.
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Recommendations

* The Hardware Security Module (HSM) is actively involved in both the enrollment and signing
processes. Performance may vary depending on the firmware or HSM version integrated.

 When integrating an external Certificate Authority (CA) with Hyperledger Fabric (HLF), differences in
cryptographic standards may occur. We recommend modifying the PKCS#11 libraries to implement
custom digital signature algorithm. This modification may introduce some overhead in the key

generation process.
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Conclusion and Future Work

The feasibility of integrating HSM into permissioned blockchain framework such as HLF with custom developed CA has

been attempted.
e The POC is presented with software emulation of HSM (softHSM) hosted as a docker service with custom CA. The

generated private keys are stored inside SSM and the CA based crypto operations using private key are validated

through HSM.

* The potential limitation in terms of scalability of slots in HSM has to be validated when it is to be deployed in blockchain

networks.

 The complete performance benchmarking and optimization of crypto operations in custom CA will be accomplished in

future.
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