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Thales Digital Identity & Security – bridging the Physical & Digital Worlds

You are likely to be using at least one of Thales’s digital identity & security solutions.
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Data Security (Encryption | KMS)

Workforce Access Management

Thales’ technologies and services help secure more than $5 trillion 

of financial transactions between banks every day

and the most valuable corporate and government information
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Global Leader in PKI Authentication

Thales is a global leader in PKI 

authentication, ensuring secure digital 

identities

Trusted worldwide, Thales provides robust PKI 

solutions for data protection

Extend PKI Authentication to New Use Cases

Secure cloud transformation with PKI
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Multiple options to evolve or to maintain your PKI investments

Best-of-breed MFA portfolio 

Evolve Maintain

New products for modern use cases 

IDPrime Virtual
FIDO hardware 

authenticators
Smart Cards Tokens Middleware
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Evolve PKI Solution: PKI Authentication for Cloud Applications

 Integrate PKI credentials in 

policy-based access

 Simplify access for users with 

cloud and web single sign-on 

(SSO)

 Elevate trust with a choice of 

PKI and OTP-based 

authenticators

Extend certificate-based authentication to cloud apps via policy-based access management
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Evolve PKI Solution: Enable new PKI use cases with Virtual Smart Cards

IDPrime Virtual
Smartcard security with reduced friction

Credentials available on any machine

Credentials follow the user, because of server-side provisioning

Windows, Mac, Linux, Android, iOS support

Easy 
Hardware Token 

Replacement

CBA for BYOD 
(tablets, mobile devices) 

& 
VDI access

Temporary Smart Cards 
for 

contractors and 
consultants

User centric solution

IDPrime Virtual: Scalable, Flexible and secure (HSM) virtual PKI solution
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Virtual Smartcard overall integration ( IDPs / Databases and HSM ) 

Okta

IDPrime

Virtual

Server

IDPrime

Virtual

Client 

PostgreSQL

SAS-PCE

HSM

WEB 

PORTAL

Identity Provider

Database
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SafeNet Authentication Client

 Full management solution

 Designed for large deployments needing

– Local admin

– Support for a large landscape of platform integrations

Minidriver for Windows

 Plug-and-Play solution in Windows environment

 For smaller deployments needing minimal admin 

support

Advanced Management 

Functionality

Light Management Functionality
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Thales gives you a wide range of options to choose from

Get the best of PKI and FIDO Worlds 

Compliance 

Physical access control

From any device Digital signature 

Email/file encryption 

Strong authentication
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Thales – Key Differentiator

SIGN 
UP

LOG 
IN

USE LEAVE

Identity Verification Authentication Authorization Deletion

BYOI

Document Verification, 

Liveness Detection

Digital ID Wallets, Mobile ID, 

Digital Driver’s License

SCA, Phishing-resistant 

Authentication, Passwordless

Single Sign-on

Adaptive Access

Fine-grained Authorization

Delegation and Relationship 

Management

Account Deletion

D a t a  S e c u r i t y  &  R i s k  M a n a g e m e n t

U s e r  J o u r n e y  &  C o n s e n t

User Journey Orchestration, 

Authentication Journey
Consent and Preference 

Management

Data Discovery and 

Classification

Key Management, BYOK, 

HYOK

Progressive Profiling

Tokenization

HSM, HSM-aaSOTP HardwarePKI CBA
Reinforced by Hardware 

Root of Trust (HRoT)

Right to forget

Risk Management
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