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Agenda

⮚ Motivation: Lightweight Cryptography & Ascon

⮚ Background: The Ascon Algorithm Family

⮚ The Problem: A Missing Validation Infrastructure

⮚ Proposed System: Unified Test Vector Generator

⮚ Test Vector Generation Methodology

⮚ Sample Vectors & Validation Coverage
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Motivation: Secure Cryptography for Resource-Constrained Devices

• NIST standard SP 800-232 specifies the list of algorithms:

▪ Ascon-AEAD128 for authenticated encryption,

▪ Ascon-Hash256 for fixed-length hashing

▪ Ascon-XOF128 as an extendable-output hash function,

▪ Ascon-CXOF128 as a customizable extendable-output

hash function
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How Ascon Works: Ascon Components
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Ascon is based on sponge construction for all Ascon algorithms and uses 
320-bit internal state value that is divided into 5 64-bit words consisting of 
rate ‘r’ and capacity ‘c’. So, r+c = internal state.

Ascon uses SPN(Substitution-Permutation-Network) consisting of 3 layers:

● Constant-Addition Layer (p_C): Adds round constants to disrupt 
symmetries.

● Substitution Layer (p_S): Uses a 5-bit S-Box to provide non-linearity 
(the "scrambling" core).

● Linear Diffusion Layer (p_L): Uses bitwise rotations to spread changes 
across the entire 320-bit state.

Together Permutation is given by: p = pC (pS(pL)))

— linear diffusion → 5-bit S-box → constant addition

Ascon Variants Rate Capacity State

Ascon_AEAD 128 192 320

Ascon_HASH 64 256 320

Ascon_XOF 64 256 320

Ascon CXOF 64 256 320

Ascon-p[12]
12 rounds — initialization, finalization, all 
Hash / XOF / CXOF operations

Ascon-p[8]
8 rounds — per-block associated-data 
/plaintext / ciphertext processing in 
AEAD128
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How Ascon Works: Ascon-AEAD
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AUTHENTICATED ENCRYPTION AUTHENTICATED DECRYPTION

Inputs
Plaintext (P)

Associated Data (A)
Key (K) + Nonce (N)

ASCON 
Initialization

Load IV + 
Key + Nonce

Absorb A
Process Associated 

Data
ASCON Permutation

Encrypt Plaintext (P)
Generate Ciphertext (C)

Update ASCON State

Finalize
ASCON 

Permutation
Generate Tag (T)

TRANSMITTED PACKAGE
Nonce (N)  +  Ciphertext (C)  +  Tag (T)  +  

Associated Data (A)

Received 
Package

N + C + T + A

Verify Tag (T)
Recompute Tag
Compare Tags

Decrypt C
Compute Plaintext 

(P)

Tags 
Match?

YES → Release Plaintext (P)
Data is Authentic & Confidential

NO
Reject

Authentication Failed

ASCON AEAD provides confidentiality of plaintext and authentication/integrity of both plaintext 
and associated data.

https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia


Social Media 
/pkiindiahttps://pkiindia.in

How Ascon Works: Ascon Hash256, Ascon-XOF and Ascon-CXOF
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Hash = Fixed Output | XOF = Variable Output | CXOF = Variable Output + 
Customization
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Validation Test Categories Adopted from Standards
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ISO/IEC 18367:2016(E) Validation Test for Hash

ISO/IEC 18367:2016(E) Standard specifies the

following validation tests for bit and byte oriented

modes of operations:

● Short Message Bit oriented mode

● Short Message Byte oriented mode

● Long Message Bit oriented mode

● Long Message Byte oriented mode

● Monte test in Byte oriented mode

ASCON Validation System

For the ASCON hash functions, the validation test
includes:

● The Short Messages Test
● The Long Messages Test and
● The Pseudo Randomly Generated Messages

(Monte Carlo) Test.

For the ASCON XOF and ASCON CXOF, the validation
test includes:

● The Short Messages Test
● The Long Messages Test
● The Pseudo Randomly Generated Messages

(Monte Carlo) Test; and
● The Variable-Length Output Test.
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Short & Long Message Tests: Coverage by Design
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● Short Message Bit oriented mode
Input Message ‘Msg’ will be in length 0, 1, 2 ... to
‘r’ bits that is 0 to r + 1 message. So there are r+1
messages in the request file REQ including 0

length.

● Short Message Byte oriented mode
Input message length will be in multiple of byte
length 0, 8, 16, 24, 32 ... to ‘r’ that is 0 to r/8 + 1
messages. So there will be total of r/8 +1 messages
in the request file REQ including 0 length.

● Long Message Bit oriented mode
Input message length will be in sequence of 0 to (r
+ 99*i) message length. Where, ‘i’ take values from
0 to ‘r’. So there will be total of r+1 messages in
the request file REQ including 0 length.

● Long Message Byte oriented mode
Message length will be in sequence of 0 to (r +
8*99*i) message length. Where, ‘i’ takes values
from 0 to r/8. So there will be total of r/8 +1
messages in the request file REQ including 0
length.
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The Monte Carlo Test
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● Why it matters: Catches subtle, deterministic
bugs — padding, byte-ordering, state handling
— that a handful of isolated calls could miss.

● MCT alone runs 100,000 chained hash calls per
file — strong amplification of subtle bugs

● Sliding window N = 3, 100 outer loops × 1,000
inner iterations

● Each inner step feeds the last 3 outputs back in
as the next input — a tiny bug compounds and
diverges visibly

https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia
https://www.facebook.com/pkiindia/
http://www.youtube.com/@PKIIndia
http://www.pkiindia.in/
https://mobile.twitter.com/pkiindia


Social Media 
/pkiindiahttps://pkiindia.in

Custom Test Vector Generation Framework and Process
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Compare
Request 

Generator
Response / Fax 

Generator

Custom Test Vector IUT

Random 
Number 
Source

Third Party 
Request Files

Vendor 
Implementation

Fax/Rsp

Validation Result
(Pass/Fail)

Req

ASCON API 
AEAD
HASH
XOF

CXOF
Pass/FAil
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Proposed System: Unified Test Vector Generator
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Generic CAVP test vector generation framework
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Validation Categories Supported by the Proposed Framework
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Algorithm Categories Covered Configuration Parameters

Ascon-AEAD128 Encryption, Decryption Masking: NoMask / Masked

Ascon-Hash256
Short Message, Long Message, 
MCT

ShortMsg: 0–64 bits
LongMsg: 856–6400 bits (byte), 163–6463 bits (bit)
Output: Fixed 256 bits

Ascon-XOF128
Short Message, Long Message, 
MCT, Variable Output

ShortMsg: 0–64 bits
LongMsg: 856–6400 bits (byte), 163–6463 bits (bit)
VarOut Msg: 0–65536 bits
VarOut Output: 8–65536 bits (byte), 1–65536 bits (bit)

Ascon-CXOF128
Short Message, Long Message, 
MCT, Variable Output

ShortMsg: 0–64 bits
LongMsg: 856–6400 bits (byte), 163–6463 bits (bit)
VarOut Msg: 0–65536 bits
Output: 8–65536 bits (byte), 1–65536 bits (bit)
Customization: 0–2048 bits

Short/Long Message vectors are cross-checked against independently derived NIST ACVP server vectors.
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Test Vector Generation Framework for Ascon-AEAD128-NoMasked
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Test Vector Generation Framework for Ascon-AEAD128-Masked
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Test Vector Generation Framework for ASCON-Hash256
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Test Vector Generation Framework for ASCON- XOF128
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Test Vector Generation Framework for ASCON-CXOF128
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Directory Structure
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Sample Generated Vectors
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Sample RSP 
for AEAD 
ENCRYPT 

and 
DECRYPT
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Sample Generated Vectors
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Sample RSP for 
Ascon CXOF MCT
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Sample Generated Vectors
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