


Mail Content Structuring Protocols

RFC 5321
(2008)

RFC 2633
(1999)

Mail Transfer Protocols

S/MIME

There has been a stream of RFCs defining the message transfer mechanisms on the internet

There has been a parallel stream of standards that specified the mail content structure.

MIME

SMTPMTP

From the1970s



The S/MIME model broke
when web mail came into prominence in the 1990s

All these being web based clients, the email transport protocols had 

to be originated and terminated on the respective web servers.
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Email security
is a

crying need



Work well to secure integrity and in some cases act as effective spam control

BUT

do not offer anything for trustworthy sender identification

Industry’s Answer to the Security Need



and the global menace of ransomware

Leading to the explosion in

successful phishing attacks







How do we know
which are phishing mails ?

The customers feel more apprehensive and

vulnerable to the risk of getting scammed!

Advisory mails by organizations fail to solve 

the problem.

Of course we know not to click on links in phishing 

mails.









We have protected the

sender identity and message integrity



a trustworthy identity and attribute 
verification would greatly enhance 

B2B e-commerce 
Supply chain discovery and protection



?

Who is the signer?

Is he qualified?

Does he have the authority?









AI and LLMs are about to tilt the balance in the bad guy’s favor

The time for putting an

extended attribute verification for emails is now!

The problem is about to get worse



Extending Digital Trust
One mail at a time
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