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Aspiration to become a 

prominent Digital Nation

Digital Trust as critical 

enabler

Key Government 

Initiatives:

ÅMyDigital ID

Åe-Invoice & eGov

ÅIndustry Rev. 4.0, 

Smart Cities, AI

PKI = Trust 

Infrastructure

Malaysiaôs Digital Vision: Trust as 

the Foundation

PKI underpins every initiative shown here from digital identity to smart infrastructure.



About Pos Digicert LPBP-1/2020 (4)

Key Projects

TMMi CERTIFIED LEVEL 3

RECOGNISED DATE TIME 
STAMPING PROVIDER

QUALITY MANAGEMENT
SYSTEM ISO 9001:2015

WEBTRUST FOR
CERTIFICATION
AUTHORITIES (CA)

ADOBE APPROVED 
TRUST LIST

OUR RECOGNITIONS (LOCAL & INTERNATIONAL)

INFORMATION SECURITY
MANAGEMENT SYSTEM
ISO/IEC 27001:2013

ASIA PKI CONSORTIUM



Licensed Certi f ication Authorit ies (Commercial)

Å Regulatory body overseeing the communications and 

multimedia industry.

Å Licensing of the Certification Authorities under the Digital 

Signature Act 1997.

Å WebTrust Compliance

The Ministry of Digital (Government CA)

Malaysiaôs PKI Ecosystem: Building Trust Across Sectors



Use Cases









PKI Components Types of Digital Certificates

Simple 
Certificate

ÅClient Digital Certificate

ÅEmail Signing Certificate

ÅOrganisational

Certificates

ÅServer Certificate ïSSL 

Certificates

ÅCode Signing Certificates

Advanced 
Certificate

ÅAATL Certificate ï 

Signing on PDF 

Document

ÅLTV Certificates



Barriers to National PKI Adoption: Whatôs Holding Us Back?

Interoperability 
Challenges

Token 
Dependency

Low Digital 
Signing 

Awareness

Regulatory 
Lag

Fragmented 
sector 

adoption

Technology People Policy



Innovating Malaysiaôs PKI Stack: The Next Frontier

MyDigital ID + PKI integration

Signing workflows (eSign + LTV)

Remote Signing (CloudSign Standards)

Mobile PKI & Wallet Signatures

Blockchain + PKI

AI in CLM (Lifecycle Management)



Quantum threat real & near

In line with NIST, ETSI, CAB 

Forum timelines

Pos Digicertôs Readiness:

ÅCrypto agility

ÅPQC Timestamp & Signatures

ÅAlgorithm flexibility in GovTech

01

02
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Post -Quantum Cryptography Readiness


