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Asplratlon to become a

Digital Trust as critical

Key Government PKI = Trust
enabler Initiatives:

prominent Digital Nation Infrastructure
A MyDigital ID

A e-Invoice & eGov

A Industry Rev. 4.0,

Smart Cities, Al
_X; PKI underpins every initiative shown here from digital identity to smart infrastructure




About Pos Digicert e

1ST LICENSED CERTIFICATION

AUTHORITY (CA)

Incorporated:
—)  12th February 1998

MSC
=) Status Company

A wholly owned
— subsidiary of POS Malaysia Berhad
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Healthcare

IN MALAYSIA

With the objective of

=) facilitating the migration of the

physical world economy to the
internet economy

Being granted the CA
- Operational License in June
1999 (MCMC)

Issued approximately 12
~>  million digital certificates
- 6 million active certificates
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Mal aysi aos PKI Ecosyst em: Bui

A A Licensing of the Certification Authorities under the Digital

MCMC Signature Act 1997.

‘ A WebTrust Compliance

A Regulatory body overseeing the communications and

multimedia industry.

Licensed Certification Authorities (Commercial)
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The Ministry of Digital (Government CA)

muydigitaliD

MALAYSIA




/2

Use Cases
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e University Malaya issues digitally signed e-Scrolls to all graduates from the Class
of 2012 onwards.

e The e-Scrolls authenticate university officials' sighatures and prevent forgery by
ensuring the certificate's content cannot be altered.

e This system simplifies the verification of graduates' qualifications for employers
and other institutions.

e Graduates from the Class of 2014 and later can download their e-Scrolls from

eScroll- Universiti Malaya eScroll

Sample of eScroll UM with digital signature the university's Graduate Registry website.
and Sﬁcﬂrei%R Code e This program is part of a larger, nationwide effort by Malaysia's Ministry of
?1533 i &,@w Dy EL*?‘:E.-.&? Education and universities to combat bogus degrees.
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TOTAL OF UNIVERSITY
MALAYA'S GRADUATES WITH
14,000 ESCROLL.

12,000

UNIVERSITI MALAYA
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e-FILING :

Inland Revenue Board Malaysia (IRBM)

IRBM'S E-FILING CERTIFICATE ISSUED
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Source:https://'www.hasil.gov.my/pautan-pantas/perkhidmatan/statistik

e-Filing application is a system which allows taxpayer to fill and send the
Income Tax Return Form (ITRF) and estimation form online

A tax submission platform based on WEB form format.

Use roaming certificate that allows taxpayer to perform the digital signing
from anywhere (mobile devices or personal computer) at anytime as long
there is internet connection.

Revenue Model : Project costing and digital certificate subscription based

RETURN FORM OF AN TNDIVIDUAL YEAR OF
[RESIDENT WHO DOES NOT CARRY ON BUSINESS] ASSESSMENT
UNDER SECTION 77 OF THE INCOME TAX ACT 1967 2016
This form is prescribed pnder section 152 of the Income Tax Act 1967

AAAAAAAA E‘.ﬂ.ﬂm
Melayu

Records and doouments used in the caloulation of tax must be kept for 7 years for LHDNM reflerence

0 INDIVIDUAL PARTICULARS

ame of Bank

e-Filing Online Form



Digital Signing & Digital Bt
Security (Digital CTC)

Companies Commission of Malaysia (SSM), Jabatan Hal Ehwal Agama
Islam Negeri Sabah (JHEAINS), MyIPO, MDEC and others

Problem Statement

* A high risk of fraudulent submissions, such as forged certificates, altered
contracts, or fabricated financial statements.

* No reliable way to verify that a digital document is an authentic copy of an
original or that it has not been altered since its creation.

* Slow manual processes to verify documents

* The legal validity of digital documents submitted without a certified copy stamp
can be easily challenged in a court of law.

Pos Digicert

Mobile - = Solution

Apps to decode * The digital CTC uses a robust Public Key Infrastructure (PKI) to embed verifiable trust

Secured QR Code directly into the digital file.

* An organization can use its own digital certificate and private key to "stamp" the
digital document.

* The process involves creating a unique cryptographic hash (a digital fingerprint) of
the document. This hash is then encrypted with the authority's private key to create

the digital CTC




} PKI Components } Types of Digital Certificates

Certificate Authority

/ Request Certificates from Public CA N

Req :t certificates e e "

via public CA's ! - % E
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Barriers to National Adopt

Technology Policy
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MyDigital ID + PKI integration
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Mobile PKI & Wallet Signatures

Blockchain + PKI

Remote Signing (CloudSign Standar

Al In CLM (Lifecycle Management)

\ 7 \mm TN P
i,
«MMwwwmwmmmmmmm%mmmmﬁaNNm mwm ] wm 1 m m m m
e «,sﬁﬁmﬁmW@gmﬁ%@ﬁ@ @it
A0 g_wwmmm«mwﬁgﬁ

a1’ w




Post -Quantum Cryptography Reau

01 Quantum threat real & near

02 Inline with NIST, ETSI, CAB

Forum timelines
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A Crypto agility

A PQC Timestamp & Signatures
A Algorithm flexibility in GovTech



