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PKI in e-Governance – Current Scenario

• Citizen’s interaction with department through  
G2Capplication:
– Citizen fills up application forms through web based application of 

departments:

• Example: for  education and identity certificates , scholarship , pension , 
commercial tax, in transport department ,department of revenue, 
fisheries department etc

– Takes a print out of the application 

– Physically signs the documents 

– Submit the documents to the government department

Process remains as cumbersome  as before for citizens

• Digital certificates have been provided to limited 
government officials for digital signing of documents. 

G2C

G2G



PKI in Government – Current Scenario (CONTD.)

• Key department users of PKI in GoK
– Treasury Department

• 25,000 Drawing & Disbursement Officers (DDOs) uses Digital 
Signature for approvals / sanctions for uploading to the central 
processing system in Khajane II

– e-Procurement 
• Citizen uses digital certificate to sign the financial quotes and it 

is encrypted
• Tender Accepting Authority decrypts the financial bid

– More than 65,000 tenders where floated through e-Procurement 
platform  in FY 2015-16

– More than 3 Lakhs registered user in e-Procurement Platform 

– Human Resource Management Systems (HRMS)
• 21,000 Drawing & Disbursement Officers (DDOs) uses Digital 

Signature for approvals / sanctions for uploading to the central 
processing system in Khajane II



Use Case: Treasury - Khajane II 

Data to be signed



Use Case: e-Procurement

Data  + Financial 
Bid document to 

be signed



Use Case: HRMS

Users fill these fields

Data  to be signed



Limitations – Current Scenario

• Handling of Dongle based Digital Certificates

– Procurement & maintenance of dongles 

• Security

– Risk of misuse 

• Initial & recurring Cost 

• Periodic renewals 

• Not a scalable solution

• Large number of business processes have not 
incorporated digital signing because of scalability, 
distribution and control issues.



New Paradigm: e-Sign

• e-Sign methodology will enable citizens to submit 
digitally signed web based application forms  and 
documents on-line
– No need for Digital Certificate dongle, thus achieving scalability 
– Paper less applications  by citizens for  education/identity  certificates, 

scholarship ,pensions , commercial tax, in transport department, 
department of revenue etc.

• Can scale up to any level for Approvals & Sanctions 
within government 

• Impersonation - Guarantees that the signature is from 
the person, whom it is supposed to be.

• Ease of signing by Residents/ government staff 
– Easy way for government officials for digitally signing any documents at 

any levels.
• Paper less (or less paper) communication

– Protects government/ enterprises from non-repudiation and legal 
sanctity.



e-Sign Interface in Web Application

E-Sign Pop up 
Window

Typical web page interface:

Enveloped XML 
Signature



e-Sign Pop-up Window

Optional – May be suppressed



e-Sign in Stand-alone Mode

• Department can provide stand-alone tab & interface 
for the staff to digitally sign any document or 
multiple documents to:

– Send it across to other person (thru email etc.) 

– Upload the digitally signed file in Digi-locker or any other 
website. 



e-Sign in Stand-alone Mode (CONTD.) 

On click
eSign section is 

displayed

After signing, document can be saved in the local system.



e-Sign by Resident in KRDH

Department staff or citizen, who do not have access to any web application but 
would like to e-sign any document through Resident portal of KRDH (for resident).

KRDH  Resident KRDH Services



e-Sign by Resident in KRDH (CONTD.) 

On click
eSign section is 

displayed

After signing, document can be saved in the local system.



KRDH e-Sign Architecture
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e-Sign Volume Estimation

• Digi-Locker - dependency on e-Sign 

• Volume Estimation – 32 Cr Transaction per year

– 16 Cr e-Sign transactions per year are expected  for 
departmental sanctioning/ approval process

– 15 Cr e-Sign transactions per year are expected for Digi-locker 
document signing.

• Processing Capacity – 1.6 Lakhs transactions per hour 



Challenges & Issues

• MSOffice document Signing 

– Interactive MSWord signing vis-à-vis 
.pdf signing

• Multiple signature in a document

• Bulk Signing

• Same signature in the multiple pages

• Signature  for server level 
communication

– Equivalent of  Document Signer 

• Scaling up of IT Infrastructure for the 
entire eco-system



Food for thought ……..

Sample Sale Deed ……



Thank You


