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PKI in e-Governance — Current Scenario -

G2C
e Citizen’s interaction with department through

G2Capplication:

— Citizen fills up application forms through web based application of
departments:

 Example: for education and identity certificates, scholarship , pension,
commercial tax, in transport department ,department of revenue,
fisheries department etc

— Takes a print out of the application
— Physically signs the documents
— Submit the documents to the government department

Process remains as cumbersome as before for citizens

G2G
e Digital certificates have been provided to limited

government officials for digital signing of documents
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PKI in Government — Current Scenario (CONTD.) e rommoc

* Key department users of PKl in GoK

— Treasury Department

e 25,000 Drawing & Disbursement Officers (DDOs) uses Digital
Signature for approvals / sanctions for uploading to the central
processing system in Khajane |l

— e-Procurement

 Citizen uses digital certificate to sign the financial quotes and it
is encrypted
* Tender Accepting Authority decrypts the financial bid

— More than 65,000 tenders where floated through e-Procurement
platform in FY 2015-16

— More than 3 Lakhs registered user in e-Procurement Platform
— Human Resource Management Systems (HRMS)

e 21,000 Drawing & Disbursement Officers (DDOs) uses Digital
Signature for approvals / sanctions for uploading to the central
processing system in Khajane |l
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Use Case: Treasury - Khajane II o
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Use Case: e-Procurement €L
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‘ " Minmum PIN length 4 bytes
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CEG/31/U1D/2015

Tender Number :
Descnption :
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Tender Evaluation Type :
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Supply of Tablets and Sin\e finger authentication device for Aadhaar project
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ITEM_WISE Data + Financial
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Estimated Contract Value : w be signed
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Limitations — Current Scenario

Handling of Dongle based Digital Certificates
— Procurement & maintenance of dongles

Security
— Risk of misuse

Initial & recurring Cost
Periodic renewals
Not a scalable solution

Large number of business processes have not
incorporated digital signing because of scalability,
distribution and control issues.
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New Paradigm: e-Sign ce

e-Sign methodology will enable citizens to submit
digitally signed web based application forms and
documents on-line

— No need for Digital Certificate dongle, thus achieving scalability

— Paper less applications by citizens for education/identity certificates,
scholarship ,pensions , commercial tax, in transport department,
department of revenue etc.

Can scale up to any level for Approvals & Sanctions
within government

Impersonation - Guarantees that the signature is from
the person, whom it is supposed to be.

Ease of signing by Residents/ government staff

— Easy way for government officials for digitally signing any documents at
any levels.
* Paper less (or less paper) communication

— Protects government/ enterprises from non-repudiation and legal
sanctity.
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Typical web page interface:

e-Procument Portal

O X

— TECHNICAL PROPOSAL

Tender Number : |

EMD Paid : [] YEs [] NO

UPLOAD FILE :

X¥Z.doc

| UPLOAD |

BEROWSE

— FINANCIAL PROPOSAL

UPLOAD FILE : | |

abc.exlxs

| UPLOAD |

TOTAL COST OF PROPOSAL :

BEROWSE

| eSIGN !

= /]

A\

%  e-Sign Interface in Web Application =~

Enveloped XML
Signature

E-Sign Pop up
Window
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e-Sign Pop-up Window
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e-Sign Popup Window

Please enter your Aadhaar Number |

I hereby authorise ESP to

1. accessing my identity and address data through Aadhaar e KYC
Services

2. Generate and submait the electronic DSC application form to CAL

3. create kev pairs and submit of certificate Sigining Reguest for DSC
Generation

4. one time creation of signature for this document/information

I understand that the keyv pair will be deleted immediately after
applhying Signature

I Agree: Yes/No

Type One time password

Select Authentication Type [ 1

@ One Time Password

—_
(e Biometrb

\ /

Vi

e-Sign Response
“e-Sign is successful”
Your Transaction D is <transaction ID>. Please use the
transaction ID for future references.

Optional — May be suppressed



g e-Sign in Stand-alone Mode

* Department can provide stand-alone tab & interface
for the staff to digitally sign any document or
multiple documents to:

— Send it across to other person (thru email etc.)
— Upload the digitally signed file in Digi-locker or any other

website.
ANY DEPARTMENT WEBSITE =] [O]
WELCOME USER E
DEPARTMENT WEBSITE WITH eSIGN SERVICE
HOME | ABOUTUS | SERVICEPROVIDERS | BENEFITS | ADMINISTRATION | eSIGN | LOGOUT

Click on eSIGN to
digitally sign your
d ts

N[
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Sign in Stand-alone Mode (conm,)

€

CENTRE FOR e-GOVERl{ANCE

Upload Documeant

= O =2

— a5ign

Upload File(s) : | [ BROWSE |

[ remeve ]

| eSign I

Enbter Your dad har Mumber ;- I

I hereby authorise ESP to

1. accessing my identity and address data thraugh
Sadhaar eKY G Sarvices

2. Genarate and subkrmit the slectronic DSC
application form to SA

I create key pairs and submit of cartificate Sigining
Requast for OSC Ganaration

<. one time creation of signature for this
documantinformation
I understand that the key pair will ba del=eted

| AGREE : Ty VES {0 MO

Authentication typs

BoMetric

a2Sign Responsa

"aSign Succassfull™

Wour Transaction Id is = Transaction 1D =, Plaaes usea Transaction ID for future refaranca

Sawe the file : | Sawve | | Sawe As | | Cancel

a

After signing, document can be saved in the local system.



e-Sign by Resident in KRDH

Department staff or citizen, who do not have access to any web application but
would like to e-sign any document through Resident portal of KRDH (for resident).

KRDH - Resident-> KRDH Services
Window Title E]E“j
WELCOME USER HOME | ADMINISTRATION | LOGOU j
Karnataka Resident Data Hub A
SELF MAPPING SERVICES DIGILOCKER
eSIGN

E

=5 .
5‘@“@

RESIDENT DATA

USER HELP DESK

@ iy

HELP DESK

\
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e-Sign by Resident in KRDH (contp,)
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Upload Documeant

= O =2

— a5ign

Upload File(s) : | [ BROWSE |

[ remeve ]

| eSign I

Enbter Your dad har Mumber ;- I

I hereby authorise ESP to

1. accessing my identity and address data thraugh
Sadhaar eKY G Sarvices

2. Genarate and subkrmit the slectronic DSC
application form to SA

I create key pairs and submit of cartificate Sigining
Requast for OSC Ganaration

<. one time creation of signature for this
documantinformation
I understand that the key pair will ba del=eted

| AGREE : Ty VES {0 MO

Authentication typs

BoMetric

a2Sign Responsa

"aSign Succassfull™

Wour Transaction Id is = Transaction 1D =, Plaaes usea Transaction ID for future refaranca

Sawe the file : | Sawve | | Sawe As | | Cancel

a

After signing, document can be saved in the local system.
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KRDH Auth
Browser KUA/ KSA
1
Use Case 1: Request
Dept. essd  /pplication
End-User m Server
(thru Dept. : P
App) 2 o
Certification Certifying
Browser v, Auth Applet Authority
Use Case 2: Request e-Sign Applet
Dept. )
( End-User Response e-Sign Servlet
thru eSign tab in '
Dept. App) 8
Browser
Use Case3: 7
Dept. Request KI?DH-
End-User = Application
(thru KRDH eSign Server
tab) Response
8



e-Sign Volume Estimation o

* Digi-Locker - dependency on e-Sign
* Volume Estimation — 32 Cr Transaction per year

— 16 Cr e-Sign transactions per year are expected for
departmental sanctioning/ approval process

— 15 Cr e-Sign transactions per year are expected for Digi-locker
document signing.

* Processing Capacity — 1.6 Lakhs transactions per hour
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Challenges & Issues

MSOffice document Signing

— Interactive MSWord signing vis-a-vis
.pdf signing
Multiple sighature in a document

Bulk Signing

Same signature in the multiple pages

Signature for server level
communication
— Equivalent of Document Signer

Scaling up of IT Infrastructure for the
entire eco-system
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Food for thought ........

Sample Sale Deed ......

ABSOLUTE SALE DEED

This DEED OF ABSOLUTE SALE = made and executed at Bangalore, an this Second
cay of May, Two Thousand Sixteen (02/05/2016) BY AND BETWEFN -

(1} Sri.JAl PRAKASH,
Sio. Late Mr O Anthony & Late Mrs. Thevesa,
Aged abaut 87 yasrs,

{2) Mr.GNANA PRAKASH,
S Late Mr.D Anthony & Lase Mrs Theresa
Agec about 64 years,

| (3) Mr A SURIA PRAKASH @

SURYA PRAKASH,
Sda. Late Mr.D Anthoay & Late Mis Tharesa,
Apead shoat 58 years

(4} Mr. A GERARD KUMAR & A KUMAR,
Sio. Late Mr O Anthory & Late Mrs Tharesa
Aged a0out 57 years

(5] Mr . ALDEENA DAYALAN &

A.DEEN DAYALAN,

Sfo. Lata Mr. O Anthony & Late Mrs Theresa
Aged about 54 years
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eEnabling Government
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