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Server Client

Step: 1 – Client requests secure session

Step 2: - Server responds with a certificate

Understanding HTTPS
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CA Public Key

Step 3: Verifies CA’s digital signature

To ensure Server certificate is valid

& not tampered.

Client validates Server’s Certificate

Client

Understanding HTTPS
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Understanding HTTPS

Step 3: - Client creates symmetric key and encrypts it with public key

Server Client

Step 4: - Encrypted symmetric key sent to the server

UcaNPA$$

Step 5: - Server 

decrypts symmetric 

key with private key
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Understanding HTTPS

Server Client

Step 6: -The session is encrypted with the session key using symmetric 

encryption
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Some real world examples… 



© C-DAC, Bangalore

SSL : Site security certificate

https://ca.grid.cn

Web browser doesn’t trust the server certificate 
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SSL : Site security certificate

https://icicibank.com

Web browser Trusts the certificate issued to icicibank.com
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References

• www.ietf.org/rfc/rfc2560.txt 

• Cryptography and Network Security - Atu 
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Thank You


