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Information Technology (IT) Act, 2000

• The Information Technology Act 2000 facilitates
acceptance of electronic records and Digital Signatures
through a legal framework for establishing trust in e-
Commerce and e-Governance.

• Controller of Certifying Authorities (CCA) appointed
under Section 17 of the IT Act, 2000 to promote the use
of Digital Signatures for e-Governance & e-Commerce.



Functions of CCA

• Licensing Certifying Authorities (CAs) under section 21 of the IT Act
and exercising supervision over their activities

• Controller of Certifying Authorities as the “Root” Authority certifies
the technologies and practices of all the Certifying Authorities
licensed to issue Digital Signature Certificates

• Laying down the standards to be maintained by the CAs,

• Addressing the issues related to the licensing process including:
• Approving the Certification Practice Statement(CPS); 

• Auditing the physical and technical infrastructure of the applicants through a 
panel of auditors maintained by the CCA. 



Regulation of Certifying Authorities

• CCA promotes the growth of E-Commerce and 
E-Governance through the wide use of 
Electronic (Digital) signatures

• There are seven licensed Certifying Authorities 
issuing Digital signature Certificates (DSC)

• More than 90,00,000 Digital signature 
Certificates were issued by the licensed 
Certifying Authorities till date
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Certifying Authorities(CA) licensed by CCA to 
issue Digital Signature Certificates(DSC) 

1) Sify
2) IDRBT
3) NIC 
4) TCS
5)  (n)Code Solutions
6) eMudhra
7)   IAF

Controller of Certifying Authorities (CCA)



IDRBT Certificate

Paper Electronic



Classes of Certificates

Assuranc

e Level

Assurance Applicability

Class 0 This certificate shall be issued only for
demonstration / test purposes.

This is to be used only for demonstration /
test purposes.

Class 1 Class 1 certificates shall be issued for both
business personnel and private individuals use.

This provides a basic level of assurance
These are given on soft tokens.

Class 2
These certificates will be issued for both 

business personnel and private individuals use. 

These certificates will confirm that the 

information in the application. Address proof and 

Identity Proof are required along with the 
application form.

This level is relevant to environments where

risks and consequences of data

compromise are moderate. These are
issued on hardware tokens.

Class 3 This certificate will be issued to individuals as 

well as organizations. As these are high 

assurance certificates, primarily intended for e-

commerce applications, they shall be issued to 

individuals only on their personal (physical) 

appearance before the Certifying Authorities.

This level is relevant to environments where

threats to data are high or the

consequences of the failure of security

services are high. This may include very

high value transactions or high levels of

fraud risk. These are issued on hardware
tokens.



• Ministry of Corporate Affairs MCA21 for e-filing
• Income Tax e-filing
• Indian Railway Catering & Tourism Corporation 

(IRCTC)
• Director General of Foreign Trade (DGFT)
• Reserve Bank of India (SFMS & RTGS)
• Court Application

Digital Signature Enabled  Applications 



Digital Signature Enabled  Applications 

E-Procurement

• Indian Farmers Fertiliser Cooperative Limited 
(IFFCO)

• Directorate General of Supplies & Disposals 
(DGS&D)

• Oil and Natural Gas Corporation (ONGC)

• Gas Authority of India Ltd (GAIL)

• Air-India, Indian Railways etc.



Promoting the use of Digital Signatures 

Awareness  creation   

Advertisements in leading newspapers regarding :
• The issuance process for Digital      

Signature Certificates 

• The dos-and-dont’s for using Digital 
Signatures



Promoting the use of Digital Signatures 

Awareness  creation   

Targeted workshops/meetings for specific sectors
Finance

Procurement        

Trading Community

Income Tax                   

Customs       

Judiciary

Industry

Government                       



• Working with RBI & IBA towards 
facilitating Digital Signatures  for Internet 
Banking

Promoting the use of Digital Signatures 



DSC validation

• Provide certificate validation services based 
on the Online Certificate Status Protocol 
(OCSP) in accordance with RFC 2560

• White Listing of DSCs issued

• Validation of trust path leading up to the 
Root

• According legal validity to other PKI based 
signatures (XML, CMS, ..) 



Incorporation of CCAs Root Certificate in Browsers 
& other products

• Microsoft – commenced in 2009

• Adobe – in 2015

• Mozilla, java - in progress



Mutual recognition of other electronic 
Signature regimes

For a Digital Signature Certificate issued by a
Foreign Certifying Authority to be recognized in
India, gazette Notification containing two sets
of Regulations have been issued.

– Foreign Certifying Authorities operating under a PKI 
Regulatory Authority comparable to that in India.

– Foreign Certifying Authorities which are not 
operating under a PKI Regulatory Authority.

• MoU for former and application for latter?



Enabling Digital Signatures on
Mobile phones

• Hardware based

– Cryptographic SIM cards

• Software based

– Through APPs incorporating cryptographic 
algorithms



Time Stamping Service

• The IT (CA) Regulations mandate provisioning of Time
Stamping Services by Certifying Authorities (CA) who
issue Digital Signature Certificates(DSC) under the
Information Technology (IT) Act, 2000

• Digitally signed Time stamps are based on time
derived from National time source

• Time stamps can be verified to establish the time when
a document or transaction was created.



• Picture of time stamping

Time Stamping 



Time Stamping Service - Benefits

• Accurate time in conformance with Government 
Guidelines

• Digitally signed time stamps – verifiable in future

• Assured Integrity and Non-repudiability

• Electronic Notary

• Fraud detection

• Time Stamped content is protected from public 
exposure

• The only legally acceptable time stamping service



Time Stamping Service - Applications

• eProcurement

• eTendering

• ePatent and Copyright

• eFiling of statutory returns

• eBanking

• eMail

• eContracts and other electronic documents



Challenges in scaling up usage of 
electronic  Signatures

• Personal digital signature requires person’s identity verification and 
issuance of USB dongle having private key, secured with a password/pin.

• Current scheme of physical verification, document based identity validation, 
and issuance of physical dongles does not scale to a billion people.

• The major cost of the DSC is found to be the verification cost. Certifying 
Authorities engage Registration Authorities to carry out the verification of 
verification of credentials prior to   issuance of certificate.  

• Physical USB Dongle compliant to mandated standards also adds to the cost.

• Relying on the    DSC applicant's information already available on the public 
database is an alternate to Manual verification. UIDAI provides one such 
alternative.



The Unique Identification Authority of 
India (UIDAI)

• The Unique Identification Authority of India (UIDAI) has
been established with the mandate of providing a Unique
Identification Number (Aadhaar Number) to all residents.

• During enrolment, the following data is collected:
– Demographic details such as the name of the resident, address,

date of birth, and gender;

– Biometric details such as the fingerprints, iris scans, and
photograph; and

– Optional fields for communication of such as the mobile number
and email address.



eSign overview



 eSign online Electronic Signature Service can be effectively used in scenarios   
where signed documents are required to be submitted to service providers –
Government, Public or Private sector. 

 The agencies which stand to benefit from offering eSign online electronic 
signature are those that accept large number of signed documents from users. 

Use Cases- eSign Online Electronic Signature Services

Digital Locker Self attestation

Tax Application for  ID, e-filing

Financial Sector Application for account opening in banks and post office

Transport Department Application for driving licence renewal, vehicle 

registration

Various Certificates Application for birth, caste, marriage, income certificate 

etc 

Passport Application for issuance, reissue

Telecom Application for new connection

Educational Application forms for course enrollment and exams

Member of Parliament Submission of parliament questions

Use Cases- eSign Online Electronic Signature  Services
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